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 A B S T R A C T

We study rumor source localization in signed networks, where social ties may represent trust 
and support or distrust and opposition. These positive and negative relationships strongly 
influence how rumors spread, yet existing source localization methods for signed networks 
remain limited. In particular, current propagation models do not fully capture structural balance 
and may suffer from reverse infection, which overestimates the probability that some nodes 
become infected. We develop a source localization framework for signed networks when only 
a snapshot of observed node states is available and neither infection times nor propagation 
directions are known. First, we introduce a signed propagation model that incorporates 
structural balance and assigns more realistic transmission probabilities to positive and negative 
edges. Second, we propose a hierarchical propagation mechanism that follows the outward 
spread of rumors from each candidate source. By updating node states only through parent-layer 
and same-layer neighbors, our method prevents information from unrealistically flowing back 
toward the source. We show through experiments on scale-free and random networks that the 
proposed method improves localization accuracy and computational efficiency compared with 
current state-of-the-art propagation-based baselines. The advantage is especially clear in large 
networks, early stages of rumor spreading, sparse structures, low infection rates, and networks 
with a lower proportion of positive ties. Our results suggest that hierarchical propagation 
provides an effective and interpretable way to trace rumor sources in signed social networks.

1. Introduction

With the rapid development of online social networks such as social media and instant messaging, the efficiency and scope 
of information dissemination have achieved exponential growth. At the same time, the unregulated spread of online rumors and 
misinformation has become a core challenge in cyberspace governance. Rumor not only triggers public cognitive confusion and 
intensifies social group antagonism, but also poses a substantial threat to public health security, social stability, and national 
ideological security. Therefore, characterizing the propagation rules of online rumors and locating the rumor sources has been 
a research hotspot in the fields of network science, public opinion governance, and information security [1–4].
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Fig. 1. Different types of signed networks structures. (a) A general signed network structure. (b) A triangle composed entirely of positive edges. 
(c) A triangle composed entirely of negative edges. (d) A triangle composed of positive edges and the other one composed of negative edges.

In early rumor propagation research, most relevant work was carried out based on the structure of unsigned complex networks, 
focusing on analyzing the influence of topological features on the propagation threshold, speed, and scope of rumors [5–7]. However, 
this type of research has a core limitation: in real social networks, the connections between nodes are not homogeneous and 
undifferentiated, but have significant signed characteristics. Specifically, the edges between nodes can be divided into positive 
relationships (such as trust, support, and identification) and negative relationships (such as distrust, opposition, and resistance). 
These two types of relationships have essentially different effects on rumor propagation: positive relationships promote the diffusion 
of rumors, while negative relationships inhibit the spread of rumors and even block the extension of propagation paths [8,9].

To more accurately characterize the laws of information propagation in real social networks, researchers have introduced the 
concept of signed networks into the field of rumor propagation research. A signed network is a complex network whose edges are 
assigned positive or negative signs, which can simultaneously characterize the topological structure of the network and the semantic 
features of the relationships between nodes [10]. It is perfectly suitable for the binary opposition relationship scenarios in social 
networks, such as trust/distrust and support/opposition, as shown in Fig.  1. The propagation heterogeneity brought by such signed 
characteristics cannot be accurately depicted by traditional unsigned network models, which also leads to a large deviation between 
the analysis results of traditional propagation models and the real propagation scenarios. As the core axioms state that the enemy 
of one’s enemy is one’s friend, the friend of one’s friend is also one’s friend, and the enemy of one’s friend is one’s enemy, structural 
balance is a critical feature that influences information propagation in signed networks. To better study information propagation in 
signed networks, Li et al. took structural balance into account, proposed an information propagation dynamics modeling method 
for signed network structures, and investigated propagation behaviors such as the information propagation threshold based on 
mean-field theory and the SIS propagation dynamics model [11]. However, this propagation dynamics modeling method has two 
limitations, which will be discussed in detail in Section 3 (Model and Methods).

As the research on the forward dynamics of rumor propagation continues to mature, researchers have gradually shifted their 
focus from the forward problem of ‘‘how rumors spread’’ to the inverse problem of ‘‘where rumors originate’’, namely the rumor 
source localization problem. The core goal of rumor source localization is to retroactively identify the initial propagation nodes 
of rumors based on the topological structure of the network, the infection states of nodes, and the dynamic rules of propagation. 
Traditional source localization methods are mostly based on the assumption of unsigned networks, and identify propagation sources 
through maximizing the propagation centrality of nodes [12,13], back-propagation [14–16], combining node state inference and 
maximum likelihood estimation (MLE) based on propagation dynamics models [17–19], and machine learning [20–23]. Among 
them, the source localization method based on combining node state inference and MLE via propagation dynamics models does not 
require to obtain the infection timestamp and direction of the observed nodes. For example, Lokhov et al. proposed the DMP source 
localization algorithm for the SIR propagation dynamics model based on the states of observed nodes at a specific moment [17,18]. 
However, this method suffers from the reverse infection phenomenon, which leads to an overestimation of the calculated node 
infection rate. For example, in Fig.  2, node 7 cannot spread information back to node 4 since node 1 is the source. Recently, Liu 
et al. established an SNIR false information propagation dynamics model by introducing the asymptomatic state, and inferred the 
initial propagation sources using MLE based on the states of observed nodes at a specific moment. However, this method adopts 
linear approximation to replace the nonlinear propagation process, and also has the reverse infection issue, thus leading to the 
overestimation of node infection states [24]. The kind source localization method only requires the state of observed nodes at a 
specific moment, and has strong interpretability. Therefore, this paper also studies source localization from this perspective.

However, the above source localization studies fail to account for the signed characteristics of social networks. At present, the 
relevant research on source localization in signed networks is still in its infancy. Through extensive literature search, only 3 academic 
papers have been published in this field, all from the same research team. Ma et al. took the lead in studying information source 
localization in signed networks [25]. They assumed that observed nodes can obtain the timestamp of information reception, proposed 
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Fig. 2. Schematic diagram of rumor diffusion based on the hierarchical propagation. Assume that at the initial moment 𝑡 = 0, node 1 is the 
source. When 𝑡 = 1, only nodes within the blue region of 𝑟 = 1 may be infected by node 1, and nodes with 𝑟 > 1 will not be infected. Therefore, 
when 𝑡 = 𝑟, nodes whose shortest path to node 1 is greater than 𝑟 will not be infected. Under the hierarchical propagation rule, the state of a 
node is only affected by its parent-layer and same-layer nodes. For example, node 4 is only affected by node 1 and node 5, and not by nodes 7, 
8, and 9. In fact, since node 1 is the initial spreader, node 7 cannot propagate rumor back to node 4. Nodes 8 and 9 need to propagate rumor 
to node 4 through long paths, so their influence on node 4 is negligible compared to that of node 1 and node 5.

the FONC method to select observer nodes, and finally performed source localization via MLE by continuously collecting information 
from observer nodes. However, this method does not take into account the structural balance property of signed networks. In 
addition, it simply sets the propagation rate of positive edges to a fixed value and that of negative edges to a smaller fixed value [25]. 
Subsequently, the team continued in-depth research, took the structural balance of signed networks into account, and proposed the 
DISLPSI source localization algorithm [26] and the S-DMP source localization algorithm [27]. Both algorithms infer propagation 
sources based on the states of observed nodes at a specific moment, but the former requires knowledge of infection direction 
of infected observers, while the latter leads to an overestimation of the calculated node infection probability due to the failure 
to eliminate reverse infection. However, in real-world networks with high noise, it is difficult to accurately obtain the infection 
timestamp and propagation direction of infected nodes. Therefore, inferring propagation sources only based on the node states at a 
specific observation moment is a more universal method.

To this end, aiming at the two limitations of the propagation dynamics modeling for signed networks proposed by Li et al. [11], 
this paper first re-establishes a propagation dynamics method that is more consistent with real-world scenarios. Unlike the higher-
order structures in simplicial complexes [28–32], the triangles defined in our work are derived from the structural balance theory. 
The propagation rate of each edge takes into account not only the nature of positive and negative edges, but also the proportion 
of balanced or unbalanced triangles that the edge participates in. Second, aiming at the node state overestimation problem 
existing in the DMP-based source localization method [27] and the linear approximation-based diffusion model source localization 
framework [24], this paper proposes a hierarchical propagation-based node state estimation method, and infers the rumor source 
using MLE. Hierarchical propagation enables rumor to diffuse outward layer by layer starting from the propagation source, and 
the propagation is limited to parent nodes and same-layer nodes, thus completely eliminating the reverse propagation issue. The 
contributions of this work are as follows:

(1) A new rumor propagation dynamics modeling method between nodes in signed networks that is more consistent with 
real-world scenarios is proposed.

(2) Based on the states of observed nodes at a specific moment, a hierarchical propagation-based node state estimation method 
is proposed, and a rumor source localization method for signed network structures is developed accordingly.

(3) Extensive experiments show that the proposed source localization algorithm outperforms current state-of-the-art similar 
source localization methods in both computational efficiency and ranking accuracy. In addition, the proposed method is suitable for 
source localization at early stage and the ubiquitous sparse network structures. Meanwhile, it achieves higher localization accuracy 
when the proportion of positive edges is low and the infection rate is small.

2. Related works

Source localization methods are mainly divided into the following three categories. The first category is based on the 
states of observed nodes at a specific moment (snapshot), adopting either the maximum estimation method based on infection 
topological centrality [12,13], or the source localization method combining node state inference based on statistical physics with 
MLE [17–19,24,27]. The second category is based on the known infection timestamps of observed nodes, and locate the source via 
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back-propagation or MLE [14,33,34]. The third category is source localization using machine learning [20,35–37]. Machine learning-
based source localization methods require a large number of simulations to obtain propagation data, and have poor interpretability. 
Recently, Wang et al. proposed a source localization method combining propagation dynamics and deep learning, which improved 
the interpretability [23]. In view of the particularity of information acquisition via machine learning, this paper will not conduct 
in-depth discussion on this category of methods.

In the field of source localization in complex networks, Shah et al. laid the foundational framework by proposing rumor 
centrality for rumor identification in complex networks, marking a cornerstone development in information source localization 
research [12]. Building on this work, Luo et al. developed the Jordan center estimation algorithm for source localization, which 
generally outperforms the classic rumor centrality algorithm in source localization accuracy [38], while Chen et al. extended the 
Jordan center concept for multi-source detection [39]. For practical multi-source localization scenarios, Jiang et al. divided the 
infected region into 𝑘 subsets and applied Jordan centrality to each infected sub-graph for multi-source localization [40].

Considering that nodes surrounding the sources are usually also infected nodes, Wang et al. proposed the Label Propagation-
based Source Identification (LPSI) method based on the source prominence [41]. Since the method requires full network observation, 
Hu et al. selected an approximately optimal observer node set via maximum entropy sampling, inferred the states of unobserved 
nodes based on the states of the observed nodes, and finally located the source based on the LPSI framework, which significantly 
improved the source localization accuracy [42]. Zhu et al. assumed that observed nodes can acquire the infection direction, and 
combined with the LPSI framework, investigated source localization scenarios applicable to a low infection rate [43]. The idea 
with label propagation can infer multiple sources based on the state of all nodes in the network at a given moment, which has been 
widely applied and extended in subsequent research. For example, Peng et al. incorporated information such as government reports, 
asymptomatic status, and quarantine measures, and applied this method to source localization for SEIR disease transmission [44]. 
Hu et al. constructed a risk propagation model for bank-enterprise financial networks based on lending-borrowing relationships, and 
adopted the LPSI method for risk source localization [45]. Ali et al. considered a weighted network and studied the rumor source 
localization problem in heterogeneous propagation environments [46]. Cheng et al. combined the path information of epidemic 
propagation with the LPSI method, and proposed the PSLM to deal with the problem of multiple source identification in multiplex 
networks [47].

Different from the aforementioned source localization methods based on the centrality of the topological structure of the infected 
sub-graph or label propagation, many scholars have recently combined propagation dynamics models to conduct source localization 
from the perspective of node state estimation. For example, Lokhov et al. proposed a DMP source localization algorithm for the SIR 
propagation dynamics model based on the states of observed nodes at a certain moment. However, this method suffers from the 
reverse infection phenomenon, which leads to an overestimation of the calculated node infection probability [17]. Yu et al. further 
applied the DMP method to source localization in complex hyper-graphs, achieving higher accuracy than traditional centrality-based 
methods [48]. Jiang et al. took into account the signed characteristics of social networks, extended the DMP algorithm based on 
the theory of structural balance, and developed the S-DMP source localization algorithm for signed networks [27]. As the DMP 
algorithm is suitable for single-source localization, Altarelli et al. proposed a BP source localization method, which can be applied 
to multi-source localization and has high innovativeness, however, its performance is not ensured when there are a large number of 
loops in the network structure [19]. Liu et al. established an SNIR misinformation propagation dynamics model by introducing the 
asymptomatic characteristics of nodes, and performed source localization based on the states of observed nodes and MLE. This work 
also conducted community division on the infected region, extending single-source localization to multi-source localization. But it 
adopts linear approximation to replace the nonlinear propagation process, and therefore also has the problem of overestimating the 
node infection state [24].

Distinct from the aforementioned approaches, a growing body of recent research has leveraged the infection moment and 
direction information of observed nodes to infer the source via back-propagation [14] or MLE [49]. For instance, Pinto et al. 
randomly selected observers and located the source by back-propagation [14]. To reduce the number of required observers, 
subsequent studies have demonstrated that early-infected observers can be effectively utilized for source localization tasks [50]. 
Spinelli et al. first deployed static observer nodes, then dynamically added additional observer nodes based on the observed 
propagation information, and finally performed source localization via back-propagation using the infection timestamp of the 
observers [51]. By calculating the delay matrix of information propagation, Hu et al. proposed a greedy algorithm to determine the 
optimal observer set, paired with a back-propagation algorithm for source localization [15]. Xu and Wang et al. selected observer 
nodes via topological centrality, and performed source localization by leveraging the correlation between topological distance and 
propagation delay based on the infection timestamps of the observer nodes [52,53]. Building on back-propagation, Yang et al. 
further incorporated diffusion path information and observer infection timestamps to develop an observer-similarity-based source 
localization method [16]. Ma et al. incorporated the infection direction information of observer nodes, selected observer nodes to 
achieve full network coverage via a greedy algorithm, and proposed a source localization method with network structure pruning 
based on infection rate paths and MLE, which significantly improved the source localization accuracy [4]. Based on degree and 
distance, Hou et al. proposed a greedy algorithm to select observer nodes for network coverage, and performed source localization 
combined with a penalty strategy based on the state of observer nodes at a specific moment, their information reception timestamps, 
and the propagation direction [54]. Devarapalli et al. proposed the Radial Observer Source Estimator (ROSE) algorithm, which first 
uses the two most informative observers to identify critical network regions, then applies the ROSE algorithm to locate source 
nodes within these critical regions [55]. However, all the aforementioned methods are not applicable to the source identification 
problem in multi-source triggered propagation scenarios. To address this gap, Fu et al. proposed the Maximum–Minimum Method 
(MMM) based on back-propagation, which can solve the multi-source localization problem with limited observation nodes [56]. 
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Nevertheless, the performance of the MMM is susceptible to extreme values and degrades significantly in scenarios with a small 
number of observation nodes. Hu et al. improved the MMM by combining forward propagation modeling and integer programming, 
though the modified algorithm cannot handle non-integer time delay cases or strong noise environments [57]. Yuan et al. divided 
the infected region into communities, and located the source using the back-propagation algorithm in each community [58].

The only three existing studies on source localization in signed networks have been discussed in detail in the Introduction, and 
therefore, no further elaboration will be provided here.

3. Model and methods

A signed network structure is defined as G = (V,E,𝐖), which consists of 𝑁 = |V| nodes and |E| edges, where V is the set of 
nodes in the network, E is the set of edges, and 𝐖 is the weight matrix with elements 𝑤𝑖𝑗 ∈ {1, 0,−1}. Specifically, 𝑤𝑖𝑗 = 1 indicates 
that the edge 𝑒𝑖𝑗 between node i and node j is a positive edge, 𝑤𝑖𝑗 = −1 indicates a negative edge, and 𝑤𝑖𝑗 = 0 means there is no 
direct connection between node i and node j. The set of observer nodes is denoted as O = {𝑜1, 𝑜2,… , 𝑜

|O|}, where |O| is the number 
of observer nodes, satisfying |O| = 𝑝obs×𝑁 . Here, 𝑝obs is the proportion of observer nodes, and the states of these nodes at a specific 
moment are recorded.

The research objective of this paper is to address two core challenges of source localization in signed networks based on the 
states of selected observer nodes at a specific moment. (1) How to characterize the differential impact of positive and negative 
signs on propagation paths, and construct a signed propagation dynamics model that conforms to real-world propagation laws. (2) 
In a high-noise environment where infection timestamps and directions are unknown, how to infer the initial spreaders of rumors 
in signed networks based on the states of observers at a specific moment, while achieving high source localization accuracy and 
computational efficiency.

3.1. Propagation dynamics model for signed networks

This paper adopts the classic SIR propagation dynamics model to simulate rumor propagation. In this model, there are three 
states: the susceptible state S, the infected state I, and the recovered state R. A node can only be in one of these states at any given 
moment. In the unsigned complex networks, the probability that a susceptible node gets infected when in contact with an infected 
node is called the propagation rate 𝜆, and the probability that an infected node recovers is called the recovery rate 𝜇.

Since this study is highly relevant to the signed network propagation dynamics modeling method proposed by Li et al. [11], we 
first restate this method here. The probability that an uninfected node 𝑖 gets infected at time 𝑡 is given by [11] 

𝜉𝑖(𝑡) = 𝜉+𝑖 (𝑡 − 1)
𝑁
∑

𝑗=1
𝑎𝑖𝑗 + 𝜉−𝑖 (𝑡 − 1)

𝑁
∑

𝑗=1
𝑏𝑖𝑗 , (1)

where 𝑎𝑖𝑗 is the element of the positive edge adjacency matrix, and 𝑏𝑖𝑗 is the element of the negative edge adjacency matrix. 𝜉+𝑖 (𝑡)
and 𝜉−𝑖 (𝑡) are the probabilities that the uninfected node 𝑖 gets infected via positive and negative edges at time 𝑡, respectively, which 
are calculated by 

𝜉+𝑖 (𝑡) = 𝜆
⎛

⎜
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⎟
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⎠
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and 

𝜉−𝑖 (𝑡) = 𝜆
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⎠
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where 𝑥𝑗 (𝑡) is the state of node 𝑗 at time 𝑡, the denominators are the number of positive and negative edges of node 𝑖, respectively. 
𝜆 is the constant infection rate of models such as the SIS or SIR model. 𝑘+𝑖  and 𝑘−𝑖  denote the number of positive and negative edges 
of node 𝑖, respectively. 𝛽+𝑖𝑗 and 𝛽−𝑖𝑗 are the propagation rates of the positive and negative edge 𝑒𝑖𝑗 , respectively, calculated by 

𝛽+𝑖𝑗 =
∑𝑁+

𝑘=1 max
(
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and 
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∑𝑁−

𝑘=1 min
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0, 𝑤𝑖𝑗𝑤𝑖𝑘𝑤𝑗𝑘
)
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|

|
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𝑤𝑖𝑗𝑤𝑖𝑘𝑤𝑗𝑘
|

|

|

, (5)

where 𝑁+ and 𝑁− are the number of balanced and unbalanced triangles that edge 𝑒𝑖𝑗 participates in, respectively.
The above propagation dynamics modeling method has two critical limitations:
Limitation 1: The influence of nodes that do not participate in any triangle is ignored. For example, in Fig.  1(a), nodes 1, 2, 

and 3 do not form a triangular structure with any other nodes. Even if all three nodes are infected, the susceptible node 4 will not 
be infected by them.
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Limitation 2: The designs of the infection rates 𝛽+𝑖𝑗 , 𝛽−𝑖𝑗 for positive and negative edges participating in triangles, and the node 
infection probability 𝜉𝑖(𝑡) are unreasonable. As shown in Fig.  1(a), for the unbalanced triangle formed by nodes (4,5,6), according to 
Eqs. (4) and (5), we can obtain 𝛽+45 = 𝛽+46 = 0 and 𝛽−45 = 𝛽−46 = −1. Combined with Limitation 1 and Eqs.  (1)–(3), even if all neighbors 
of node 4 are infected, the infection probability of the uninfected node 4 is 0. Next, consider Fig.  1(b), a balanced triangle composed 
entirely of positive edges. According to Eqs. (4) and (5), we have 𝛽+45 = 𝛽+46 = 1 and 𝛽−45 = 𝛽−46 = 0. Therefore, if both neighbors of 
node 4 are infected, the infection probability of the uninfected node 4 is 2𝜆. Then look at Fig.  1(c), an unbalanced triangle composed 
entirely of negative edges. According to Eqs. (4) and (5), we get 𝛽+45 = 𝛽+46 = 0 and 𝛽−45 = 𝛽−46 = −1. Thus, if both neighbors of node 
4 are infected, the infection probability of the uninfected node 4 is −2𝜆, which is an absurd negative infection rate. Finally, for 
Fig.  1(d), based on the analysis of Fig.  1(b) and (c), based on Eq. (1), if all four neighbors of node 4 are infected, the infection 
probability of node 4 is 0. All these conclusions are far from real-world scenarios.

In summary, it is clear that this information propagation dynamics modeling method for signed networks has inherent flaws and 
deviates from reality. To address this, we modify the method and design an information propagation dynamics model that is more 
consistent with real-world scenarios.

First, for the Limitation 1, we consider edges that do not participate in any triangle. If 𝑒𝑖𝑗 is a positive edge (i.e., 𝑤𝑖𝑗 = 1), the 
propagation rate of this positive edge is set as 

𝜆+𝑖𝑗 = 2𝜆. (6)

If 𝑒𝑖𝑗 is a negative edge (i.e., 𝑤𝑖𝑗 = −1), the propagation rate of this edge is set as 

𝜆−𝑖𝑗 = 𝜆∕2. (7)

The rationale for this design is as follows: for edges without reference triangles, the connected nodes often act as bridges or 
have few friends. When an edge serves as a bridge or a node is isolated, the node is more willing to share information. We set a 
lower propagation rate for negative edges due to the hostile relationship, which reduces the willingness to propagate information. 
In practice, other values can also be used, such as setting the positive edge propagation rate to 𝜆 and the negative edge propagation 
rate to 𝜆∕4.

Second, Limitation 2, we analyze the edges participating in triangles. If 𝑒𝑖𝑗 is a positive edge, then the propagation rate of this 
positive edge is 

𝜆+𝑖𝑗 = min
(

1, 𝜆
(

1 + 𝛽+𝑖𝑗
))

. (8)

If 𝑒𝑖𝑗 is a negative edge, then the propagation rate of this negative edge is 

𝜆−𝑖𝑗 = 𝜆
(

1 + 𝛽−𝑖𝑗
)

. (9)

The two terms 𝛽+𝑖𝑗 and 𝛽−𝑖𝑗 in the above two formulas are calculated by Eqs. (4) and (5). It should be noted that the term +𝛽−𝑖𝑗
corresponds to subtracting a probability, given that 𝛽−𝑖𝑗 is inherently negative in Eq. (5).

Consistent with the analysis of Limitation 2, we demonstrate the validity of our method using concrete examples. As shown in 
Fig.  1(a), nodes 4, 5 and 6 form an unbalanced triangle, where edges 𝑒45 and 𝑒46 are positive. According to Eqs. (8) and (9), the 
propagation rates of 𝑒45 and 𝑒46 are both equal to 𝜆. Meanwhile, edge 𝑒56 is a negative edge with 𝑤56 = −1, yielding a propagation 
rate 𝜆−56 = 0. Even so, nodes 5 and 6 can still disseminate information to node 4 with a probability of 𝜆. In Fig.  1(b), all edges are 
positive. Hence, the propagation rate of each edge is min(1, 2𝜆). For the structure in Fig.  1(c), all edges are negative. In accordance 
with Eqs. (5) and (9), the propagation rate of every edge is 0. This setting is reasonable given that all nodes in this structure are 
mutually hostile. Finally, we examine Fig.  1(d): the propagation rate for edges within the unbalanced triangle consisting of negative 
edges is 0, while all edges in the positive-edge triangle have a propagation rate of 2𝜆. Therefore, the illustrative cases under various 
conditions all verify that our model is more reasonable.

In this work, we assume that information propagation across different edges is mutually independent. Different from the additive 
probability formulation adopted in Eq. (1), we adopt a nonlinear function to calculate the infection probability of node 𝑖. This design 
guarantees that the calculated probability never exceeds 1 and achieves better rationality, as defined in the following equation 

𝜉𝑖(𝑡) = 1 −
∏

𝑗∈𝛤 𝑟=1
𝑖

(

1 − 𝛬𝑖𝑗𝑥𝑗 (𝑡 − 1)
)

, (10)

where 𝛤 𝑟=1
𝑖  denotes the first-order neighbors of node 𝑖, and 𝑟 stands for the neighbor order. 𝛬𝑖𝑗 represents the propagation rate of 

the edge connecting node 𝑖 and node 𝑗, which is defined as 

𝛬𝑖𝑗 =

{

𝜆+𝑖𝑗 if 𝑤𝑖𝑗 = 1,
𝜆−𝑖𝑗 if 𝑤𝑖𝑗 = −1.

(11)

Therefore, based on the proposed propagation model and corresponding illustrative examples, we can conclude that the model 
reduces to simple pairwise propagation in the absence of triangular structures, where the transmission rate between node pairs is 
given by Eqs. (6) or (7). When triangular structures are involved, the propagation rate between nodes defined in this paper differs 
fundamentally from pairwise propagation, as well as the reinforcement effect featured in simplicial complexes. This is because it is 
also associated with structural balance in signed networks, and additionally depends on the number of triangles the edge participates 
in.
6 
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3.2. Source localization method for signed networks

Although Jiang et al. [27] considered structural balance and proposed one source localization algorithm based on DMP for signed 
network structures, the signed network propagation dynamics model they used is still based on the work of Li et al. [11]. Meanwhile, 
the DMP algorithm suffers from the reverse infection phenomenon. As shown in Fig.  2, assume node 1 is the initial propagation 
source: the infected node 4 will propagate to node 7 with a certain probability, but node 7 cannot propagate back to node 4. The 
DMP-based source localization algorithm ignores this fact, leading to an overestimation of the marginal probability.

In this paper, we only replace the propagation dynamics model proposed by Li et al. (used by Jiang et al.) with our proposed 
signed network propagation dynamics model, with no other modifications. Therefore, in this paper, we still refer to this method as 
‘‘Jiang 2024 CSF’’.

Liu et al. proposed an SNIR epidemic propagation dynamics model based on the diffusion idea, which introduced the 
asymptomatic state to study misinformation source localization [24]. For comparison, this paper does not consider the asymptomatic 
state during rumor propagation, and modifies the model to the classic SIR propagation dynamics combined with the properties of 
signed networks. The details of the modified source localization algorithm are as follows.

Define 𝑃𝑖(𝑡) =
[

𝑝S𝑖 (𝑡), 𝑝
I
𝑖(𝑡), 𝑝

R
𝑖 (𝑡)

] as the probability that node 𝑖 is in each state at the time 𝑡. Let the source be node 𝑢 = source. 
Initially, at 𝑡 = 0, the state of the source is 𝑃𝑢(𝑡 = 0) = [0, 1, 0], corresponding to the probabilities of the three states in the SIR model, 
respectively. When 𝑡 > 0, the source recovers to the R state with probability 𝜇 at each moment, so we have 

𝑃𝑢(𝑡) =
[

0, (1 − 𝜇)𝑡 , 1 − (1 − 𝜇)𝑡
]

. (12)

For other non-initial source nodes, i.e., 𝑖 ∈ V ⧵ {𝑢}, the initial state at 𝑡 = 0 is 
𝑃𝑖(𝑡 = 0) = [1, 0, 0]. (13)

When 𝑡 > 0, based on the mean-field theory, the probability that node 𝑖 is in the susceptible S state is 
𝑝S𝑖 (𝑡) = 𝑝S𝑖 (𝑡 − 1) −

∑

𝑗∈𝛤 1
𝑖

𝑝S𝑖 (𝑡 − 1) × 𝑝I𝑗 (𝑡 − 1) × 𝛬𝑖𝑗 , (14)

where 𝛤 1
𝑖  denotes the first-order neighborhood of node 𝑖, i.e., its directly connected neighbors. Here, we replace the constant 

propagation rate in the original unsigned network model of Liu et al. [24] with the inter-node propagation rate 𝛬𝑖𝑗 calculated 
by Eq. (11), which reflects the characteristics of signed networks.

The probability that node 𝑖 is in the infected I state is 
𝑝I𝑖(𝑡) =

∑

𝑗∈𝛤 1
𝑖

𝑝S𝑖 (𝑡 − 1) × 𝑝I𝑗 (𝑡 − 1) × 𝛬𝑖𝑗 + (1 − 𝜇) × 𝑝I𝑖(𝑡 − 1). (15)

The probability that node 𝑖 is in the recovered R state is 
𝑝R𝑖 (𝑡) = 1 − 𝑝S𝑖 (𝑡) − 𝑝I𝑖(𝑡), (16)

which can also be written as 
𝑝R𝑖 (𝑡) = 𝑝I𝑖(𝑡 − 1) × 𝜇 + 𝑝R𝑖 (𝑡 − 1). (17)

Since the above iterative method for calculating the probability of each node being in each state at each moment is the core 
idea of Liu et al. [24], in this paper, we refer to this method as ‘‘Liu 2025 IMP’’.

It can be seen from the above formulas that the diffusion-based ‘‘Liu 2025 IMP’’ calculates the infection probability of a node 
as the sum of the propagation probabilities of its surrounding infected neighbors. In fact, this linear approximation is only accurate 
when the infection rate approaches 0, which leads to an overestimation of the node infection probability.

Aiming at the problems existing in ‘‘Jiang 2024 CSF’’ and ‘‘Liu 2025 IMP’’, this paper proposes a hierarchical propagation-based 
node state estimation method, referred to as ‘‘Our method’’. The details of the method are as follows.

Initially, at 𝑡 = 0, the state of the initial propagation source is 𝑃𝑢(𝑡 = 0) = [0, 1, 0], corresponding to the probabilities of the three 
SIR states, respectively. When 𝑡 > 0, it satisfies 𝑃𝑢(𝑡) =

[

0, (1 − 𝜇)𝑡 , 1 − (1 − 𝜇)𝑡
]

, which is consistent with the previous setting.
For other non-initial source nodes, i.e., 𝑖 ∈ V ⧵ {𝑢}, the initial state is 𝑃𝑖(𝑡 = 0) = [1, 0, 0].
When 𝑡 > 0, the state 𝑃𝑖(𝑡) =

[

𝑝S𝑖 (𝑡), 𝑝
I
𝑖(𝑡), 𝑝

R
𝑖 (𝑡)

] of node 𝑖 is calculated as follows.
For the 𝑟th order neighbor of the source node 𝑢, i.e., 𝑖 ∈ 𝛤 𝑟

𝑢 :
(1) If the propagation moment 𝑡 < 𝑟, the outward propagation from node 𝑢 has not reached the 𝑟th order neighbor, and the 

propagation step has not reached the shortest path length between node 𝑢 and node 𝑖, then node 𝑖 must be in the susceptible S state. 
Therefore, the state of node 𝑖 is 

𝑃𝑖(𝑡 ∣ 𝑡 < 𝑟) = [1, 0, 0]. (18)

(2) If the propagation moment 𝑡 ≥ 𝑟, according to the mean-field theory, the probability that node 𝑖 is in the susceptible S state 
is expressed by 

𝑝S𝑖 (𝑡 ∣ 𝑡 ≥ 𝑟) = 𝑝S𝑖 (𝑡 − 1) −
⎛

⎜

⎜

1 −
∏

1 𝑟

[

1 − 𝑝S𝑖 (𝑡 − 1) × 𝑝I𝑗 (𝑡 − 1) × 𝛬𝑖𝑗

]
⎞

⎟

⎟

, (19)

⎝ 𝑗∈𝛤𝑖 ∩𝜕𝑢 ⎠
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where 𝜕𝑟𝑢 denotes the set of nodes with a shortest path length of 𝑟 centered at node 𝑢, i.e., the set of [0, 1,… , 𝑟]-th order neighbors 
of node 𝑢, where the 0-th order neighbor is node 𝑢 itself.

If 𝑡 ≥ 𝑟, the probability that node 𝑖 is in the infected I state is 

𝑝I𝑖(𝑡 ≥ 𝑟) = 1 −
∏

𝑗∈𝛤 1
𝑖 ∩𝜕

𝑟
𝑢

[

1 − 𝑝S𝑖 (𝑡 − 1) × 𝑝I𝑗 (𝑡 − 1) × 𝛬𝑖𝑗

]

+ (1 − 𝜇) × 𝑝I𝑖(𝑡 − 1). (20)

The probability that node 𝑖 is in the recovered R state is the same as Eqs. (16) and (17).
As shown in Fig.  2, assume node 1 is the initial propagation source, and node 4 is in the 𝑟 = 1 layer. Therefore, when calculating 

the state of node 4, we only analyze the influence of node 1 and node 5 on node 4, and do not consider the other three nodes 7, 8, 
and 9 with 𝑟 > 1. This hierarchical propagation idea eliminates the reverse infection phenomenon. Although node 7 cannot infect 
node 4, nodes 8 and 9 may infect node 4. But the probability of infecting node 4 through multi-hop paths is much lower than that 
through direct neighbors (such as node 1 and node 5). Assume node 4 is infected by node 9, then the infection path is node 1 →
node 5 → node 9 → node 4 or node 1 → node 6 → node 5 → node 9 → node 4. However, the latter occurs with a relatively low 
probability. Therefore, we focus our analysis on the former. Node 1 starts propagating at 𝑡 = 0, and the earliest moment for node 9 
to infect node 4 through this specified path is 𝑡 = 3.

At 𝑡 = 1, the probability that node 1 infects node 5 and does not infect node 4 is (1 − 𝛬14) × 𝛬15.
At 𝑡 = 2, the probability that node 1 has not recovered and has not infected node 4, node 5 has not infected node 4, and node 

5 has infected node 9 is [1 − (1 − 𝜇)𝛬14
]

× (1 − 𝛬54) × 𝛬59.
At 𝑡 = 3, the probability that node 1 has not recovered and has not infected node 4, node 5 has not recovered and has not 

infected node 4, and node 9 has infected node 4 is [1 − (1 − 𝜇)2𝛬14
]

×
[

1 − (1 − 𝜇)𝛬54
]

× 𝛬94.
Node 4 can be infected by node 9 at 𝑡 = 3 if and only if the above three events occur simultaneously, so the probability of this 

event is the product of the three probabilities.
Obviously, this probability is much lower than the probability of node 1 directly propagating to node 4 and node 5 propagating 

to node 4. Although we can calculate the probability of the event that node 1 → node 5 → node 9 → node 4 occurring at 𝑡 > 3, 
the probability is even lower. If we consider this kind of reverse infection of parent-layer nodes through multi-hop cyclic paths, the 
improvement in the accuracy of node state estimation is limited, while the computational complexity will increase significantly. 
Therefore, this paper ignores this scenario.

By treating each node as the initial propagation source, we can use the above method to infer the probability of each node 
being in each state. Finally, combined with the states of the observed nodes, we use Bayesian theorem and MLE to locate the 
source. According to Bayesian theorem, the probability that node 𝑖 is the propagation source satisfies 𝑃 (𝑖 ∣ O) ∝ 𝑃 (O ∣ 𝑖). Since it is 
almost impossible to calculate the joint probability of the observed node states, we adopt the mutual independence assumption as 
in [17,24,27], which gives 

𝑃 (O ∣ 𝑖) ≈
∏

𝑘∈O
𝑞𝑘 (𝑡)=S

𝑃 S
𝑘 (𝑡, 𝑖) ×

∏

𝑙∈O
𝑞𝑙 (𝑡)=I

𝑃 I
𝑙 (𝑡, 𝑖) ×

∏

𝑚∈O
𝑞𝑚 (𝑡)=R

𝑃R
𝑚 (𝑡, 𝑖), (21)

where 𝑃 S
𝑘 (𝑡, 𝑖) denotes the probability that node 𝑘 is in the S state at moment 𝑡 when node 𝑖 is the propagation source. The other two 

terms are defined similarly. However, the product of probabilities can easily lead to a value of 0, making it difficult to distinguish 
the probability magnitudes calculated by the above formula. Therefore, we take the logarithm of Eq. (21)

log𝑃 (O ∣ 𝑖) ≈
∑

𝑘∈O
𝑞𝑘 (𝑡)=S

𝑃 S
𝑘 (𝑡, 𝑖) +

∑

𝑙∈O
𝑞𝑙 (𝑡)=I

𝑃 I
𝑙 (𝑡, 𝑖) +

∑

𝑚∈O
𝑞𝑚 (𝑡)=R

𝑃R
𝑚 (𝑡, 𝑖). (22)

Finally, the identified propagation source satisfies 
S∗ = argmax

𝑖∈V
log𝑃 (O ∣ 𝑖). (23)

4. Experimental results and analysis

In the paper, we adopt the ranking value as the evaluation metric for the accuracy of source localization methods. Since the 
proposed method calculates the probability of each node being the propagation source, we sort these probabilities and take the 
corresponding rank as the localization accuracy. A rank of 1 indicates perfect source localization, and a larger rank value means 
lower accuracy. For example, if the true source is Node 1 and it is ranked 10th by the algorithm, the corresponding rank is 10.

The baseline algorithms for comparison include ‘‘Jiang 2024 CSF’’ and ‘‘Liu 2025 IPM’’. The time complexity of ‘‘Jiang 2024 
CSF’’ is 𝑂(𝑡obs ×𝑁 ×𝑁 × ⟨𝑘⟩×3⟨𝑘⟩), while both ‘‘Liu 2025 IPM’’ and ‘‘Our’’ methods have a time complexity of 𝑂(𝑡obs ×𝑁 ×𝑁 × ⟨𝑘⟩). 
Here, the first 𝑁 refers to the computation for each node as a potential propagation source, and the second 𝑁 represents the state 
update of all nodes at each time step. ⟨𝑘⟩ denotes the average node degree. The term 3⟨𝑘⟩ in ‘‘Jiang 2024 CSF’’ arises because the 
algorithm requires computations for the neighbors of nodes 𝑖, 𝑗 and 𝑘 [27].

The experimental hardware is configured with an Intel(R) Core(TM)i7-7700 CPU and 16.0 GB RAM. We conduct running time 
experiments on BA networks [59] with the following default parameters: average node degree ⟨𝑘⟩ = 8, observation time 𝑡obs = 5, 
infection rate 𝜆 = 0.15, positive edge ratio pos_ratio = 0.5, and observer proportion 𝑝obs = 0.7.

The basic characteristics of the datasets used in this paper are shown in Table  1. 
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Table 1
Average running time (seconds) of different algorithms for calculating the probability of a single node 
being the propagation source with 10 independent runs.
 𝑁 Time (s) for ‘‘Liu 2025 IPM’’ Time (s) for ‘‘Jiang 2024 CSF’’ Time (s) for ‘‘Our’’ 
 100 0.0082 0.1353 0.0061  
 1000 0.1173 2.2816 0.0683  

Fig. 3. Relationships between observer proportion 𝑝obs and the rank of different algorithms. (a) and (c) are results on BA networks; (b) and (d) 
are results on ER networks. The network size is 𝑁 = 100 for (a, b) and 𝑁 = 1000 for (c, d). The average node degree ⟨𝑘⟩ = 8, infection rate 
𝜆 = 0.15, observation time 𝑡obs = 5, and positive edge ratio pos_ratio = 0.5. All results are averaged with 100 independent runs.

As shown in Table  1, ‘‘Liu 2025 IPM’’ and ‘‘Our’’ method have comparable time consumption. When 𝑁 = 100, the running time 
of ‘‘Jiang 2024 CSF’’ based on DMP is more than 20 times that of our method. When 𝑁 = 1000, ‘‘Liu 2025 IPM’’ takes about twice 
as long as our method, while ‘‘Jiang 2024 CSF’’ is over 30 times slower.

To compute the probability of every node being the propagation source, the total running time equals the single-node runtime 
multiplied by the network size 𝑁 . For instance, for a BA network with 𝑁 = 1000, the runtime of ‘‘Jiang 2024 CSF’’ for all 
nodes is approximately 2.2816 × 1000 seconds. If the experiment is repeated 100 times to obtain the average result, the total time 
reaches 2.2816 × 1000 × 100 = 228160 seconds, equivalent to 63.38 h. When further analyzing the impacts of different parameters 
(e.g., observation time 𝑡obs ranging from 1 to 10), the total runtime will rise to 633.8 h. However, the computational efficiency can 
be greatly improved if GPU acceleration is adopted. Due to the limitations of our computational hardware, therefore, we exclude 
‘‘Jiang 2024 CSF’’ from subsequent experiments when 𝑁 = 1000.

To comprehensively explore the effects of observer proportion, observation time, infection rate, positive edge ratio and network 
sparsity on localization performance, we adopt two classic synthetic networks: BA networks with power-law degree distribution [59] 
and ER random networks with normal degree distribution [60].

4.1. Influence of observer proportion

First, we analyze how the proportion of observer nodes affects the performance of each algorithm. A low observer proportion 
means limited information can be collected from a single snapshot. Accordingly, we set the range of the observer proportion from 
9 
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Fig. 4. Relationships between observation time 𝑡obs and the rank of different algorithms. (a) and (c) are results on BA networks; (b) and (d) are 
results on ER networks. The network size is 𝑁 = 100 for (a,b) and 𝑁 = 1000 for (c,d). The average node degree ⟨𝑘⟩ = 8, infection rate 𝜆 = 0.15, 
observer proportion 𝑝obs = 0.7, and positive edge ratio pos_ratio = 0.5. All results are averaged with 100 independent runs.

0.3 to 1.0 with a step size of 0.1. As shown in Fig.  3, it can be clearly observed that the rank decreases as the observer proportion 
increases, which indicates an improvement in localization accuracy.

Overall, our method achieves the lowest rank in most cases, demonstrating its superior performance. This advantage is 
particularly prominent for large-scale networks with 𝑁 = 1000, as presented in Fig.  3(c, d). On BA networks, the rank of our 
algorithm is far lower than that of the other two methods. On ER networks, our approach still performs best, while the performance 
gap among the three algorithms is relatively small. Furthermore, all algorithms yield lower ranks on ER networks compared with 
BA networks, which verifies that higher localization accuracy can be achieved on more homogeneous network structures.

4.2. Influence of observation moment

Next, we analyze the impact of observation time on source localization performance. As clearly shown in Fig.  4, localization 
accuracy decreases slightly at first as the observation moment elapses, and then drops sharply once it exceeds a certain threshold. 
Specifically, for networks with 𝑁 = 100, a dramatic decline occurs when 𝑡obs > 3; for networks with 𝑁 = 1000, the critical threshold 
is 𝑡obs > 4. The results also indicate that ‘‘Jiang 2024 CSF’’ delivers the lowest accuracy at early observation times, while ‘‘Liu 2025 
IPM’’ performs worst at late observation times. For small networks with 𝑁 = 100, the ranks of the three algorithms are comparable 
when 𝑡obs is greater than 8. Overall, our algorithm achieves the best performance.

Consistent with previous findings, our method advantages become more prominent on large-scale networks. In addition, all 
algorithms achieve higher localization accuracy on ER networks than on BA networks, as illustrated in Fig.  4(c, d). When the 
observation time is extremely late, rumors have spread across the entire network with a large number of infected nodes, making 
accurate source localization challenging for all methods. For instance, on BA networks with 𝑁 = 1000, the rank of ‘‘Liu 2025 IPM’’ 
accounts for approximately 40% of the total network size when 𝑡obs > 6. In this case, its performance is only marginally better than 
random guessing, where the expected rank equals 𝑁∕2.
10 
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Fig. 5. Relationships between infection rate 𝜆 and the rank of different algorithms. (a) and (c) are results on BA networks; (b) and (d) are results 
on ER networks. The network size is 𝑁 = 100 for (a, b) and 𝑁 = 1000 for (c, d). The average node degree ⟨𝑘⟩ = 8, observer proportion 𝑝obs = 0.7, 
observation time 𝑡obs = 5, and positive edge ratio pos_ratio = 0.5. All results are averaged with 100 independent runs.

4.3. Influence of infection rate

Fig.  5 presents the experimental results regarding infection rate. The recovery rate is set to 0.5, and an excessively high infection 
rate will lead to rapid network-wide rumor propagation. Thus we set the infection rate ranging from 0.05 to 0.5 with a step size of 
0.05. From Fig.  5, we can see that when 𝜆 ≤ 0.1, all three algorithms achieve high accuracy with similar performance, because the 
rumor spreads within a limited range at low infection rates. As the infection rate increases, the three algorithms exhibit different 
patterns in small-scale networks, as shown in Fig.  5(a, b). For example, for small networks (𝑁 = 100), ‘‘Liu 2025 IPM’’ and ‘‘Our’’ 
method show a trend of rank rising first and then falling as 𝜆 increases, whereas the rank of ‘‘Jiang 2024 CSF’’ keeps rising. When 
𝜆 ≤ 0.35, our method has the lowest rank and ‘‘Liu 2025 IPM’’ performs the worst. When 𝜆 exceeds 0.35, ‘‘Liu 2025 IPM’’ surpasses 
the others.

Interestingly, when the network scale is large, as shown in Fig.  5(c, d) for 𝑁 = 1000, our algorithm consistently performs best, 
which is different from the case when 𝑁 = 100. For large networks (𝑁 = 1000), both algorithms obtain high ranks (low accuracy) 
when 𝜆 is between 0.15 and 0.4. However, our method is more robust for relatively homogeneous ER network structures, while 
‘‘Liu 2025 IMP’’ performs poorly when the infection rate is between 0.2 and 0.45. Overall, ‘‘Our’’ method performs best in all cases 
except when the infection rate is high and the network size is small, where its accuracy is slightly lower than that of ‘‘Liu 2025 
IPM’’.

The above variation trends of ranking values for ‘‘Liu 2025 IPM’’ and ‘‘Our’’ method with changing infection rates can be 
explained as follows. At low infection rates, rumors spread slowly over a limited range, leading to low ranking values. As the infection 
rate rises, rumors propagate more widely alongside increased propagation uncertainty, which degrades localization accuracy and 
pushes up the rank. When the infection rate exceeds a certain threshold, the propagation process becomes more deterministic. 
Rumors can easily spread to neighboring nodes, and the localization accuracy gradually improves, accompanied by a decline in 
ranking values.
11 



W.-W. Zhu et al. Chaos, Solitons and Fractals 211 (2026) 118826 
Fig. 6. Relationships between positive edge ratio pos_ratio and the rank of different algorithms. (a) and (c) are results on BA networks; (b) and 
(d) are results on ER networks. The network size is 𝑁 = 100 for (a, b) and 𝑁 = 1000 for (c, d). The average node degree ⟨𝑘⟩ = 8, infection rate 
𝜆 = 0.15, observer proportion 𝑝obs = 0.7, and observation time 𝑡obs = 5. All results are averaged with 100 independent runs.

4.4. Influence of positive edge ratio

We further investigate the influence of the ratio of positive and negative edges on source localization performance, as illustrated 
in Fig.  6. The results reveal that the rank increases as the proportion of positive edges rises. Overall, our algorithm achieves the best 
performance among all compared methods. For small-scale networks (Fig.  6(a, b)), when the positive edge ratio is low, specifically 
below 30% for BA networks and 40% for ER networks, the three algorithms yield similar and low rank values. This indicates that 
higher proportions of negative edges contribute to better localization accuracy. Once the positive edge ratio exceeds the above 
thresholds, the rank climbs at an accelerated pace. A plausible explanation is that a high fraction of negative edges leads to a 
greater number of triangles formed by two or three negative edges. According to Eqs. (4), (5), (8) and (9), the propagation rates 
of such edges are relatively low, which confines rumors to a limited range and thus results in low rank values for all algorithms. 
As the proportion of negative edges decreases, more triangles composed of positive edges emerge. The corresponding propagation 
rates increase accordingly, allowing rumors to spread more widely and ultimately raising the difficulty of source localization.

For large-scale networks, as shown in Fig.  6(c, d), distinct trends are observed between BA and ER networks. In highly 
heterogeneous BA networks, the rank rises steadily from the very beginning as the positive edge ratio increases. By contrast, for 
homogeneous ER networks, the rank remains stable with no obvious degradation when the positive edge ratio is less than 0.6, 
but it surges sharply once the ratio exceeds 0.8. This demonstrates that the impact of positive and negative edge ratios on source 
localization varies significantly across network structures.

4.5. Influence of average node degree

Finally, we investigate the effect of average degree on source localization performance. As shown in Fig.  7, consistent with the 
previous experimental results, our method achieves the best performance overall. All three algorithms deliver higher localization 
accuracy on homogeneous ER networks than on heterogeneous BA networks. We also observe that the rank rises as the average node 
degree increases, which indicates that our method is better suited for sparse networks - a ubiquitous characteristic of real-world 
12 
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Fig. 7. Relationships between average node degree ⟨𝑘⟩ and the rank of different algorithms. (a) and (c) are results on BA networks; (b) and 
(d) are results on ER networks. The network size is 𝑁 = 100 for (a, b) and 𝑁 = 1000 for (c, d). The infection rate 𝜆 = 0.15, positive edge ratio 
pos_ratio = 0.5, observer proportion 𝑝obs = 0.7, and observation time 𝑡obs = 5. All results are averaged with 100 independent runs.

networks. A reasonable explanation is that denser network topologies enable the diversity of propagation paths, thus increasing the 
difficulty of source localization. This also accounts for the similar trends observed in Figs.  6 and 7.

Based on the above analyses of influencing factors related to propagation models and network structures, our proposed source 
localization method achieves superior and more stable performance. One possible reason why all algorithms perform better on ER 
networks is that rumors propagate more extensively on BA networks under the same infection rate, making source localization 
more challenging. According to the SIR propagation threshold formula 𝜇 ⟨𝑘⟩

⟨𝑘2⟩
, BA networks have a larger value of ⟨𝑘2⟩ given the 

same average degree, which leads to a lower propagation threshold [61].

5. Conclusions and discussion

In this paper, we have studied rumor source localization in signed networks by combining structural balance with a hierarchical 
view of information propagation. We have first revised the propagation dynamics of signed networks so that positive and negative 
ties affect transmission in a manner that is more consistent with social relationships. We have then estimated node states through a 
layer-by-layer diffusion process from each candidate source. Because each node is influenced only by nodes in its parent layer and in 
the same layer, our method avoids the reverse infection problem that can overestimate infection probabilities in earlier propagation-
based approaches. Finally, we have incorporated the inferred node-state probabilities into a maximum likelihood framework to 
identify the most likely rumor source from a snapshot of observed node states.

We have shown that the proposed approach achieves more accurate source ranking than the compared state-of-the-art methods 
while retaining favorable computational efficiency. Its advantages are particularly evident when rumor spreading is observed at 
an early stage, when the network is large, and when the underlying topology is sparse. These conditions are important because 
real social networks are often only partially observed and are typically sparse rather than densely connected. We have also shown 
that the method performs better on more homogeneous networks than on highly heterogeneous ones, and that its localization 
accuracy improves when the proportion of negative edges is higher or the infection rate is lower. These findings indicate that 
signed relationships are not merely additional edge attributes, but central determinants of both propagation dynamics and source 
identifiability.
13 
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The study also has limitations that define useful directions for future work. The current hierarchical diffusion mechanism 
deliberately excludes reverse infection through cyclic paths. This choice improves computational efficiency and removes a major 
source of overestimation, but it may also neglect some secondary paths in dense regions or around nodes embedded in many 
triangles. Future extensions could incorporate controlled corrections for such cyclic effects without losing the computational 
advantages of the present framework. We ignore the impact of group behaviors on propagation dynamics, incorporated group 
behaviors would render the model more consistent with real-world scenarios [62]. In addition, the method is designed for situations 
in which infection timestamps and propagation directions are unavailable. When such information can be reliably obtained, 
integrating it with the proposed hierarchical framework could further improve localization accuracy. Furthermore, our proposed 
source localization method that avoids overestimation of infection scale can be extended to epidemic source localization tasks, and 
even to source identification under the co-evolution of information and epidemic spread [63,64]. Finally, extending the method 
from static signed networks to time-varying signed networks is a natural next step, especially because online social relationships 
and information flows evolve continuously over time [65,66].
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