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ABSTRACT

The societal impact of rumor spreading is becoming increasingly severe; yet, current research remains relatively one-sided, typically focus-
ing on either rumor propagation or rumor control while neglecting the confrontational and dynamically evolving relationship between
them. To address this gap, we propose a novel confrontation framework for rumor modeling. We extend the classical susceptible-infected-
recovered-susceptible (SIRS) model into an ignorant-spreader-stifler-vigilant-ignorant (SIRQS) framework by introducing a vigilant state and
a confrontation mechanism, thereby capturing subtle differences in individual states during rumor propagation and in their confrontational
behavior toward supervisors. At the same time, supervisors patrol the network through random walks guided by node propagation impor-
tance, enabling targeted monitoring of rumor spreaders and individuals with a high risk of spreading rumors. Using a microscopic Markov
chain approach, we further characterize heterogeneous node behavior and individual differences, and couple the propagation and supervision
processes to model node-state transition patterns. We conduct simulations on networks with three different sizes, various topologies, and a
real-world network. The results show that the supervision subject, the preference effects associated with the number of supervisors, and the
confrontation mechanism are key factors in supervision, and largely determine the effectiveness of rumor propagation control in the simu-
lations, reflecting the substantial influence of these three mechanisms in real-world spreading scenarios. Finally, through multiple evaluation
indicators, we provide references for determining the optimal number of supervisors.
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Current research on rumor dynamics remains relatively one-
sided, typically focusing on either rumor propagation or rumor
control while neglecting the confrontational and dynamically
evolving relationship between them. Here, we address this gap
by formulating rumor propagation and supervisory interven-
tion as a coupled confrontation co-evolution process on com-
plex networks and uncover the key factors that govern supervi-
sion effectiveness under strategic evasion by rumor spreaders.
To model the opposing side of this confrontation, we design
an importance-weighted random walk strategy that dynami-
cally directs supervisors toward the most critical nodes and

couple both processes via a microscopic Markov chain approach
that preserves node-level heterogeneity. This framework reveals
that supervision subject, patrol preference, and confrontation
intensity constitute three governing factors of rumor control,
producing topology-dependent phase transitions and diminish-
ing marginal returns in supervisor deployment. We show that
extending the classical susceptible-infected-recovered-susceptible
(SIRS) model into an ignorant-spreader-stifler-vigilant-ignorant
(SIRQS) framework—with a vigilant state and a proximity-
based confrontation mechanism—not only captures heteroge-
neous individual responses to rumors but also reveals how
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spreaders’ strategic avoidance of supervisors fundamentally
reshapes propagation patterns across different network topolo-
gies. Our results establish a unified dynamical picture of
rumor-supervision confrontation—from node-level evasion and
intervention to network-level containment outcomes—providing
actionable guidance for optimal resource allocation in real-world
rumor management.

I. INTRODUCTION

In today’s era of information explosion and rapid development
of digital media,"’ the rapid expansion of online social networks,
and the diversification and acceleration of information flow, rumors
can spread more easily and are difficult to eliminate. The widespread
spreading of rumors poses serious threats to social stability, public
trust, and national democratic governance, among other factors.™*
Research has shown that rumors are more likely to arise in environ-
ments and conditions of high importance and high ambiguity, and
the more significant the event and the greater the uncertainty, the
stronger the impact of related rumors.” This phenomenon is particu-
larly evident in public health emergencies and socio-political events.
In these situations, false information can heighten public anxiety,
undermine institutional credibility, and complicate crisis response
efforts. Therefore, studying the nature of rumor spreading,” as well
as controlling and regulating rumor spread,” is an urgent, complex,
and multi-dimensional challenge that requires scientifically precise
interventions capable of ensuring rational allocation and planning
of resources. Today, establishing effective control mechanisms has
become a pressing task for experts and scholars in the field of rumor
spreading.

As a well-established science of complex systems, network sci-
ence’™" provides powerful simplification and modeling tools that
open new avenues for theoretical research into capturing realis-
tic phenomena, including rumor spreading and control. A time-
varying network'*"'¢ is a typical example, which accurately captures
the changes in the relationships between individuals during the
propagation process through the dynamics of the network struc-
ture. Moreover, considerable advances have been made through
complex network theory,"” with many studies adopting epidemi-
ological models to describe the dynamics of rumors.”® Classical
frameworks, such as susceptible-infected-recovered (SIR),"” their
extensions, including layered SIRS,” and more refined models,
including spreaders-ignorants-accepting stiflers-unaccepting stiflers
(SIRaRu)’' and susceptible-infected-hibernator-removed (SIHR),”
offer foundational structures for capturing population-level state
transitions. In addition, recent studies have further integrated refu-
tation mechanisms inspired by the “anti-spiral of silence” theory.”
These approaches classify users into distinct categories, such as
Ignorant, Spreader, Debunker, and Resistant, and introduce more
refined models, such as susceptible-infective-remover-debunker-
remover (SIRDR).” The SIRDR framework, for instance, differenti-
ates between natural forgetting and immunization through debunk-
ing. It also incorporates mechanisms, such as the information expo-
sure attractiveness index, to capture finer dynamic features of rumor
propagation. Further integrating game theory, some studies have
proposed heuristic-enhanced rumor propagation frameworks, such
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as the susceptible-trused-infectious-recovered (STIR) model, which
systematically embeds anti-rumor mechanisms and trust dynamics
within a cognitive game-theoretic structure.”” Beyond compartmen-
tal models, the Microscopic Markov Chain Approach (MMCA)***
enables granular modeling of state transitions at the node level,
accounting for heterogeneity and behavioral variation across indi-
viduals. In parallel, research on control strategies often examines
platform-led interventions, such as edge removal*>”’ and account
blocking,”””" which aim to disrupt rumor spreading by altering
network topology. Complementary studies focus on the spreading
dynamics and influencing factors of debunking information.”” Col-
lectively, these works provide a range of effective strategies and
supervisory insights for controlling rumor spreading and limiting
its reach by identifying key nodes and critical edges.”

Admittedly, some existing studies have begun to take the
dynamics of propagation and supervision into account. However,
these studies either focus on expanding the scope of propagation
states’™ and discussing the increased complexity after integrating
game theory,” or directly introduce an anti-rumor mechanism.”
Only few of them treat propagation and supervision as two opposing
groups that can operate with their own independent mechanisms,”
which undermines the accurate consideration of the authenticity
and dynamics of their confrontation process. Moreover, prevailing
supervision strategies, largely built upon oversimplified assump-
tions, prove inadequate in real-world contexts featuring complex
network structures and dynamically evolving scenarios. To fill this
research gap, we propose a novel confrontation rumor modeling
framework to characterize the dynamic competitive evolutionary
process between rumor spreaders and supervisors. For a more
precise distinction of population states in the context of rumor
propagation and to illustrate how spreaders attempt to bypass super-
vision to achieve larger-scale rumor spreading, we introduce the
rumor-suspecting state Q** as a vigilant state and a supervision con-
frontation mechanism into the rumor spreading process, expanding
the traditional SIRS framework. Additionally, we model supervisors’
patrolling as a random walk” driven by the propagation impor-
tance of the nodes, capturing the behavior of supervisors patrolling
based on both blocking rumors and tracking spreaders. Further-
more, supervision effectiveness dynamically adjusts according to
the state of target nodes, reflecting the varying degrees of supervi-
sion effect depending on the influence of rumors on the monitored
objects. Then, by using MMCA, we couple the behaviors of the
two primary agents to describe node state transition patterns, high-
lighting node heterogeneity and behavioral differences. Finally, we
further simulate various parameters to identify key supervision fac-
tors, quantify their impact, and apply our model to real-world
networks to demonstrate the relevance of our research to real-life
rumor propagation.

The remainder of this paper is structured as follows: Sec. II
details the modeling of the rumor spreading process using our
extended model. Section III presents the modeling of supervision
strategies and their mobility within the network. Section IV pro-
vides extensive simulations under various parameter settings to
validate the model and explore system dynamics. Section V con-
cludes the paper, summarizing key findings, discussing implications
for adaptive rumor control, and outlining directions for future
research.
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Il. RUMOR SPREADING MODEL

Existing studies typically use epidemic models to approximate
the modeling of rumors, with scholars categorizing the states of
nodes in a rumor network into three types—ignorant, spreader,
and stifler'”"*—which correspond to the SIR model.**"** Therefore,
based on rumor propagation under the SIRS model, we expand it by
introducing a vigilant state Q, which is mentioned in the literature,”
to represent individuals who remain skeptical and are not easily
persuaded after encountering a rumor.”” We use state Q to reflect
different extents of susceptibility among individuals and to exhibit
heterogeneous supervision intensity in our subsequent supervision
mechanism, determined by target states. Additionally, to simplify
our model, the network we study is a closed weighted undirected
network, without considering population movement or birth-death
processes.

In this section, we will explain the core components of the
SIRQS model. We first define the state space and transition rules
and then introduce the antagonistic mechanism of rumor spreaders
against supervisors.

A. SIRQS model with a vigilant state

We now detail the state definitions and transition rules in the
SIRQS model. The state space comprises four distinct epidemic
states:

1. S (Ignorant): Individuals who are unaware of the rumor. They
may be infected with rumors through contact with rumor neigh-
bors with probability 8 or be subject to supervision.

2. Q (Vigilant): Individuals with elevated awareness, exhibiting
increased skepticism toward rumors. They possess a reduced
probability 68 of being infected with rumors through contact
with rumor neighbors and may revert to state S with probability
71, where 0 € (0, 1) represents the vigilant extent of the Q state.

3. I (Spreader): Individuals who actively spread the rumor. They
transition to state R with probability 1 due to loss of interest or
may be neutralized via supervision.

4. R (Stifler): Individuals who are aware of the rumor but refrain
from spreading it, having exited states S or I through supervi-
sion. They transition to state Q with probability y,, reflecting
sustained moderate vigilance after prolonged rumor-free periods.

We define a stochastic variable X;() to represent the state of
node i at time £, where X;(t) € {S, I, R, Q}. Let pX(#) denote the prob-
ability that node i is state X at time ¢. These probabilities satisfy the
normalization condition: p(f) + pl(t) + piQ(t) +pR =1

B. Rumor spreading mechanism with confrontation
against supervision

In real-world scenarios, rumor spreaders typically adjust their
spreading strategies based on actual conditions. For example, they
often choose platforms with lighter supervision or groups that
receive less attention from supervision authorities for spreading. In
this subsection, we integrate this confrontation mechanism into the
SIRQS model. We quantify the level of confrontation adjustment
factor ¢;(¢) through the average distance from the node to the super-
visors. Rumor spreaders assess the likelihood of the target being
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supervised through the confrontation adjustment factor, and they
will bypass nodes with a higher supervision likelihood, meaning the
rumor transmission rate of these nodes will be lower. We also intro-
duce a confrontation coefficient, £, to quantify the intensity of the
spreaders’ resistance to supervisors in the current network.*>*” Let
ra(t) denote the position of the nth supervisor at time t and d;_ .,
the hop distance between node i and supervisor 7, at time t. The
mean distance from node i to all supervisors is then defined as

N,
2wt ity
N,

where N, denotes the total number of supervisors. Based on this, the
confrontation adjustment factor c;(f) of node i at time ¢ is defined as
a function of the sigmoid type to express the characteristic of the S
line'® of this effect as

§

1+ e~disr®’

G = 2
where the confrontation parameter & modulates how supervisor
proximity affects the likelihood of rumor transmission. A higher
value of € indicates that nodes at varying distances from supervisors
exhibit more divergent rumor spreading probabilities, thereby pro-
moting the rumor propagation toward regions farther from super-
vision coverage. Then, we normalize it through an upper truncation
function as

¢i(t) = min{c;(1), 1}. 3)

Based on the above, we can define the revised rumor spread
probability of each node i at time ¢ as

B (1) = &i(HB,

BR(D) = &(1)0P. 4)

Ill. RUMOR-SUPERVISION MODEL

In this section, we model supervisors as mobile agents per-
forming discrete-time random walks within the network. These
supervisors represent real-world entities, such as social media mod-
erators. Finally, we integrate this supervision model with the rumor
propagation framework using MMCA, thereby establishing a com-
prehensive confrontation dynamic co-evolution model.

A. Supervised intervention based on spreading
importance

We first give the effect of supervision, as when a supervisor vis-
its a node, it executes state-specific interventions according to the
following rules:

1. Target nodes in state S will transition to state Q.
2. Target nodes in state I will transition to state R.
3. Target nodes in states Q or R remain unchanged.

Then, for the patrol mechanism, we combine supervisors’ ran-
dom walks with the propagation importance of target nodes, mean-
ing supervisors are more likely to move toward individuals who
play a more crucial role in the spread of rumors for supervision
control. The transition probabilities of each supervisor are guided
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by a spreading importance metric ¥;. This quantity measures the
potential contribution of each neighbor node to rumor propaga-
tion, incorporating both preventive and interventive considerations
through a preference parameter w, € [0, 1]. For a supervisor located
at node i, the spreading importance of neighboring node j is calcu-
lated as

A=Wy - > BpiHag X =5,
ke N (j)
i) = S S Q12
W, Y [B0pio + BRopk0] e X0 =1,
ke N (j)
%)

where aj is an element of the adjacency matrix A and represents
the connection relationship between nodes j and k. Meanwhile, the
preference parameter W, governs the strategic emphasis: higher val-
ues prioritize reducing active spreading (nodes in state I), while
lower values emphasize protecting ignorant individuals (nodes in
state S)."

We argue that the patrol of supervisors satisfies the Markov
property because the transition probability of supervisor k from
node i to j at moment ¢ depends solely on its position and the states
of its target nodes and neighbors at the last moment ¢ — 1. Therefore,
we define a three-dimensional time-varying reach matrix W(t) to
capture the probability of supervisors walking among nodes, whose
elements are

Skt — D)W(¢
o = B VB0 0
weN () T W

where 8¥(f) € {0, 1} represents the supervisor k at or not at node i at
moment ¢ — 1, respectively. This matrix directs supervisors toward
nodes exhibiting higher spreading potential and importance based
on their current state and network context.

Based on Eq. (6), the probability of node i being supervised
depends on the collective presence of all supervisors as

Ny N (D)
P =pO=1-T]|1-D w®|, (7)
k=1 j=1

where pS(t) and p!(f) represent the probability of node i being
supervised in states S and I, respectively.

B. Integrated spreading-supervision dynamics

To further illustrate the confrontation interaction between our
rumor propagation and supervision models, and taking into account
the significant heterogeneity among nodes in our model, in this
section, we use the MMCA’** to couple the mechanisms and mod-
els of the two main processes. The complete system integrates these
two processes through a unified set of equations that accounts for
the stochastic movement of the supervisors and their impact on the
evolution of node states, with both processes evolving in discrete
time steps. Let us denote a;; the adjacency matrix that supports the
SIRQS process. Then, with the transition probabilities for node i in
state S and Q being informed by any neighbors, respectively, g} (f)

pubs.aip.org/aip/cha

and q?(t) are

qf(t) =1—- l_[ [l — a],ﬂ,s(t)pjl(t):l >
=1 (8)
20 =1~ [[1 - w2000

j=1

Using Egs. (7) and (8), the complete nodal state evolution under
combined spreading and supervision dynamics is given by
e+ =[1-g0]-[1-00] pi®) +r-pl®
1-4iw],
P+ =[1=g7®] - A =y) - p2® + 12 pf®)
+ 070 - p (D),
P+ D =g® - [1=pi®] - pi) +47®  pl®)
+ 1= [1-pl®] pi)
PRE+1D = A=y pf®) + [u-[1 = pl0] + o 0]
pi(t).

)

At each time step, the node state is updated according to Eq. (9),
while the supervisor’s position evolves according to Eq. (6). The two
processes interact through the intervention probabilities p (2), p! (1),
and the confrontation revised rumor spread probabilities g3 (¢) and
al(®).

To show our model more clearly and directly, a schematic dia-
gram of the rumor spreading process is provided in Fig. 1 for visual
illustration. We presented it from three perspectives: rumor spread-
ing, supervision, and the dynamic confrontation co-evolution of the
two behaviors.

To present our model more clearly and easily, we have listed
the relevant symbolic explanations in Table I.

C. Steady-state analysis and spreading threshold

In this section, we determine the spreading threshold
through linear stability analysis around the rumor-free equilib-
rium (RFE),"*" where p/ = 0 for all nodes i. At RFE, the nodal
state distribution satisfies the equilibrium conditions derived from
Eq. (9):

PO =p®) =pi =1 —p"-pi+7-p

pl®) =pl(t) = p2 = (1 — 1) - pL+ 2 PR+ of - P,
Pl =pl) =pl =0,

PR =pf® =pf =0 -y)-pt

(10)

The uniform value p* represents the steady-state values of
p3(t) and p!() resulting from a minimal perturbation of rumor
individuals, indicating a stable supervision capability.
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FIG. 1. Schematic diagram of the confrontation co-evolution model. Subfigure (a) illustrates the rumor propagation model. On the left is a state transition diagram containing
four states: S (Ignorant), | (Spreader), Q (Vigilant), and R (Stifler). Arrows indicate the direction and probability of transitions, while dashed arrows represent transitions
triggered by supervision interventions. On the right is the rumor propagation countermeasure mechanism based on the distance between target nodes and supervisors.
Subfigure (b) uses blue, red, green, and gray circles to represent the four states S, |, Q, and R, respectively, showing the overall confrontation evolution process of the system
from an initial rumor-free state to a final cyclic state, with numbers indicating the order of evolution. Under full supervision intervention, the system may eliminate rumors and
return to a rumor-free state. Subfigure (c) shows the supervision mechanism. The left part illustrates the state transitions of nodes under supervision influence. The right
part outlines the movement strategy of supervisors: supervisors move only toward target nodes in states S and |. The parameter w, (supervisor preference for | nodes)
determines whether they prioritize moving to S nodes for prevention or to | nodes for intervention. Movement preference toward | nodes is based on their rumor propagation
probability, while movement preference toward S nodes is based on their susceptibility to rumors. Red arrows, black arrows, and dashed arrows indicate the directional patrol
preferences of supervisors. Taken together, this schematic illustrates the coupled feedback loop between strategic rumor evasion and targeted supervisory patrol that drives
the system’s co-evolution.
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TABLE I. Symbols and plain-language definitions for the main model parameters.
This table provides a unified reference for all symbols used throughout the model
description, state transition equations, and simulation analyses.

Symbol Explanation

B Rumor spreading rate

0 The vigilant extent of state Q

Y1 The rumor disbelief lose rate from state Q to S

V2 The rumor disbelief lose rate from state R to Q

m The rate of state I loses interest turn to state R

& The confrontation parameter indicating the
confrontation extent of nodes in state I

N, The number of supervisors

N (D) The set of neighbors of node i

W, The preference parameter indicating the extent of

the supervisor’s patrol preference to node in state I

Solving this system yields the RFE distribution:

*

_ "1 pQ= 14
n+pe U o+t

PR =o. (11)

i

Linearizing the system around RFE with small perturbations
&; = p! yields the evolution equation. Considering only first-order
terms in ¢;, the rumor dynamics simplify to

e =q (1= pOp) +apd + (1= = pIe,  (12)
where g and g7 are g’ (#) and q2(#) in Eq. (8) linearized as
g~ Zj ajiﬁ,‘s(t)gj = Zj aji¢iBej,
Q Q A (13)
q; ~ Z} ajiﬂi (t)SJ = ZJ ajic,@ﬁej.

Substituting into the &; equation:
g =B [(1— p")pf + 0p7] Z aigj + (1 — )1 — p%e;. (14)
j

In a matrix form, this becomes
& = Me, (15)
where the matrix M has elements:
My =&B[(1— pMp; +0p a + (1 — (1 — pM)8;  (16)

where §;; denotes the Kronecker delta function. Combining the
steady-state formula [Eq. (11)], we can obtain the matrix M as

1= p")y + 0p*
M = ﬁ(p)#diag(ﬁi)AT T—wd—pHL  (17)
n+p

The critical spreading threshold occurs when the spectral
radius satisfies p(M) =1, marking the transition between rumor
extinction and persistence. For homogeneous networks, we can
derive an explicit critical transmission rate by noting that the largest
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eigenvalue of the matrix M corresponds to

(1—=p" )0 +6p”

AmaxM =
=7 Y1+ p*

AmaX(L) + (1 - “)(1 - p*)> (18)
where matrix L = diag(¢;) - A”. Setting (M) =1 and substituting
the RFE solutions for p® and p? yields the following:

_ et ot =wln + 0
Amax(L) [ = p*)y1 + 6p*]

This threshold is regulated by multiple factors: increasing the
intervention probability p* or decreasing p and 6 can raise the
threshold, thereby suppressing rumor spread; whereas the sparser
the network (the larger A.), the lower the threshold, making
rumors more likely to spread. It is worth noting that the opposi-
tion ability of the spreaders (diag(¢;)) has the opposite effect—the
stronger the resistance, the higher the threshold, which is more likely
to trigger a rumor outbreak. Finally, we find that when there is
no regulation (p* = 0), the model threshold degenerates into the

classical SIS form 8, = m

Bc . (19)

IV. SIMULATION

In this section, we conduct a series of simulations on the
aforementioned model. These simulations aim to evaluate the per-
formance of the proposed integrated confrontation model in rumor
propagation scenarios and in the Caltech Facebook real-world net-
work,”" as well as to analyze the sensitivity of its core mechanisms.
Preliminary configuration references for supervisors are provided
based on several evaluation metrics. Most of the simulations are
carried out on a Barabasi-Albert (BA) network™ containing 1000
nodes. Additionally, to explore the impact of network topology,
further comparative analyses are conducted among BA, Watts—Stro-
gatz (WS),” and Erd8s-Rényi (ER) network™ models. To ensure
the robustness and statistical reliability of the results, each simula-
tion setup is run independently 20 times, and the final results are
reported as the mean of these simulations.

A. Impact of rumor transmission rates and numbers
of supervisors

The rumor spreading rate of S nodes and the number of super-
visors are key factors affecting rumor propagation and supervision
effectiveness. This section first explores the roles of these two factors
through iterative evolutionary simulations of the model, as shown in
Fig. 2.

By observing all the subfigures in Fig. 2, we can see that the
steady-state density of S nodes remains at a relatively low level;
after the system stabilizes, the network is mainly composed of Q,
R, and I nodes. This phenomenon further suggests that the S is dif-
ficult to maintain for an extended period under such a competitive
environment. Moreover, further observation indicates that the den-
sity of I nodes initially rises sharply to a peak and then declines
to a stable level. This phenomenon is mainly caused by the fact
that the initial positions of supervisors are not I nodes, so they
must spend time passing through S nodes first. Second, during this
period, the I nodes actively spread rumors while strategically avoid-
ing supervisors. When a large number of supervisors eventually
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FIG. 2. The iterative spread of rumors under different rumor transmission rates and numbers of supervisors. The horizontal axis represents the time steps of rumor spreading,
and the vertical axis represents the density of nodes in each state. The four solid lines correspond to four types of node states: blue represents S (Ignorant), magenta represents
| (Spreader), orange represents Q (Vigilant), and red represents R (Stifler). Subfigures (a)-(c) show simulation results under different rumor transmission rates g: from left
to right, 8 =0.15, 8 =0.3, and B = 0.75, illustrating the impact of transmission strength on state evolution with the same vigilance factor 6 = 1/3. Subfigures (d)—(f) show
simulation results for different numbers of supervisors N;; all subfigures use 8 =0.15 and 6 = 1/3, corresponding, from left to right, to N, =0, 30, and 50 supervisors, to
demonstrate the effect of resource allocation on rumor suppression. The comparison reveals that higher transmission rates accelerate outbreaks and increase the endemic
level of spreaders, whereas deploying more supervisors suppresses the peak infection and promotes the accumulation of vigilant individuals.

reach the I nodes, the dynamic confrontation between propagation
and supervision eventually stabilizes.

Comparing Figs. 2(a)-2(c) with different propagation rates, we
see that the higher the rumor propagation rate, the faster the den-
sity of I nodes increases, the steeper the rising curve, and the higher
the peak. Moreover, higher propagation rates also result in higher
steady-state densities of I and R nodes and lower steady-state den-
sities of S and Q nodes. This is because under a high propagation
rate, S-state nodes are quickly exposed to rumors from I nodes.
On the one hand, supervisors cannot match the speed of rumor
propagation, and on the other hand, a large number of nodes remain
in the I; therefore, supervisors primarily target the rumor nodes.

Finally, Figs. 2(d)-2(f) with different numbers of supervisors
illustrate that the more supervisors there are, the more inhibited the

growth of the I node density becomes, with a lower peak and gentler
upward trend. In addition, deploying more supervisors reduces the
steady-state density of I nodes by improving the efficiency and time-
liness of rumor supervision and increases the steady-state density of
Q-state nodes.

B. Impact of a spreading mechanism and supervision
preference

This subsection analyzes the impact of key model parameters
on rumor propagation. We focus on the roles of rumor propaga-
tion parameters [, V1, Y2, and factors related to the supervisors’
movements, with the results shown in Fig. 3.
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FIG. 3. Impact of parameter variations on rumor spreading and control. The vertical axis in all six heatmaps represents the rumor transmission rate 8 of S nodes. In the top
row, the horizontal axes correspond to the stifling rate 1, the reversion rate i1 (Q — S), and the reversion rate y, (R — Q), respectively. In the bottom row, they represent the
parameters more relevant to the spreading confrontation and supervision mechanisms: the confrontation intensity &, the supervisor preference w,, (preference for | nodes),
and the vigilance factor 6. Each heatmap shows the number of time steps required to reduce the density of rumor nodes below 0.02. The color gradient, from blue to red,
indicates the duration needed for rumor containment, ranging from 0 to over 200 steps. The heatmaps highlight that while 31 and y, exhibit sharp phase boundaries, the
confrontation parameters £ and 6 systematically delay containment, especially at high 8, whereas the supervisor preference w, yields more modest improvements when

oriented toward | nodes (w,, > 0.5).

Overall, in Figs. 3(d)-3(f), the effect of B is particularly
prominent. An increase in the rumor propagation intensity height-
ens the difficulty of supervision, and a larger value significantly
delays the time for the rumor density to drop below 0.02. In contrast,
in Figs. 3(a)-3(c), dominated by rumor propagation parameters, the
effect of B is masked by the propagation dynamics.

As far as the parameters related to rumor propagation are
concerned, Fig. 3(a) shows that the increase of p will lead to a
decrease in supervision efficiency, and under a larger u, nodes will
spontaneously abandon rumors and form synergy with supervi-
sion, thereby improving the control effect. In Fig. 3(b), when the
high B with y, is around 0.05 and the low 8 is around 0.28, there
are two phase transition boundaries in the result of system super-
vision efficiency, because the increase of y; promotes the Q — S
transformation and indirectly increases the possibility of rumor
spreading, and the g value affects the basic density of the rumor

nodes in the network, thus indirectly affecting the size of this
phase transition value. In Fig. 3(c), the effect of y, is more sig-
nificant, and a clear phase transition boundary is visible around
0.02. Since there are many I nodes in the system and the den-
sity of R nodes is higher than that of the Q nodes, the y, that
regulates the R— Q process has a greater impact on the overall
system.

We next look at the effects of directly confronting related
parameters. Figures 3(d) and 3(f) show that the effects of £ and 6 are
highly similar: both increases will increase the difficulty of rumor
control, especially when B is high. We believe that the increase of
& and the increase of the ability of communicators to evade super-
vision lead to a rapid increase in the difficulty of supervision, while
0 increases the propagation tendency of Q nodes, indirectly reduces
the significance of supervision toward S nodes, and thus weakens the
supervision effectiveness.
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Finally, the influence of w, in Fig. 3(e) is relatively mild as
it increases, but as it increases to 0.5, its effect gradually becomes
prominent: w, is greater than 0.5, and the supervision of I-state
nodes by supervisors is more accurate, and targeted supervision
improves the supervision effectiveness.

C. Impact of multiple factors on the effectiveness of
supervision

In the supervisor model, both the supervisor’s mobility pref-
erences and the rumor spreader’s confrontation behavior have a
crucial impact on the scope and effectiveness of regulation. In the
simulations of this subsection, we examined results for different w,
and & and considered the number of supervisors as a factor in the
analysis. In addition, we argue that the network topology is a key fac-
tor affecting the simulation results as well. To this end, we conducted
simulations on three different types of networks: the BA network,
the WS network, and the ER network. The related results are shown
in Fig. 4.

First, we analyze the coverage of supervisors under different
network topologies through Figs. 4(a)-4(c). We find that the BA
network is the most resistant to supervision, followed by the ER ran-
dom network, whose limitations on supervision coverage are slightly
better than those of the WS network. The reason for this situa-
tion is that the “hub nodes” in the BA network excessively attract
supervisors and reduce coverage efficiency. In contrast, the uniform
connectivity and shorter average path lengths of the WS network
help supervisors explore the entire network more efficiently and
quickly. Since the structural characteristics of the ER network lie
between the two, the coverage of supervision is correspondingly in
a middle range. It is worth noting that neither the supervisors’ pref-
erence shown in Fig. 4(a) nor the confrontation behavior of rumor
spreaders shown in Fig. 4(c) has a significant impact on the coverage
area of supervisors. We believe this is because these two parameters
primarily optimize the supervisors’ current, local decision-making
rather than having a global, long-term effect. The dominant factors
determining the coverage area are still the macrostructural charac-
teristics of the network and the number of supervisors, as shown in
Fig. 4(b).

Thus, to more accurately delineate the roles of preference and
confrontation, we conducted targeted simulations in Figs. 4(d)-4(f)
and Figs. 4(g)-4(i). In Figs. 4(d)-4(f), we found that the stronger
the supervisor’s preference for I nodes, the higher the peak in the
movement frequency, indicating that the supervisor moves toward
I nodes more often. Additionally, the scatter variance under high
I node preference is smaller. This suggests that within a fixed time
step, supervision decisions are more consistent, and the supervisor’s
movement patterns are more stable. We further examined the com-
bined impact of network topology and supervision preference. The
effect of preference is most pronounced in the WS network, moder-
ate in the ER networks, and weakest in the BA network for the same
reason as that for the differences in Figs. 4(a)-4(c).

Finally, we analyze the effect on resistance strength & through
Figs. 4(g)-4(i). It was found that the peak of the long-distance inter-
val (D3-D5) was higher at high &, while the frequency was more
evenly distributed in the low distance interval at low £. This indi-
cates that at low confrontation intensity, rumor dissemination is less
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targeted and more general, so the distribution of rumor spreaders is
more balanced. However, we noticed that when the difference in the
confrontation intensity is small, the long-distance propagation fre-
quency under low confrontation intensity will be lower than that
of long-distance propagation under high confrontation intensity,
because regulators will also conduct targeted search and supervision
of rumor propagation, and this pertinence will be further enhanced
in high-confrontation propagation scenarios. In addition, we com-
pare the results of three subfigures representing the three networks
and find that the aggregation effect of the BA network is more obvi-
ous, and the frequency of the D5 interval is much higher than that of
the other two networks under high confrontation, which is similar
to the network structure analysis of other simulation structures in
this section.

D. Comprehensive evaluation of supervision
effectiveness and optimal supervisor allocation

To evaluate the effectiveness of our supervisors’ supervision
strategies, we assess them through four aspects, final rumor den-
sity, control efficiency, cost-effectiveness, and marginal control
benefit, and then provide a supervisor configuration for refer-
ence in Fig. 5. We first define the three latter aspects mentioned
above:

P{rtm—s_Pl

1. Control efficiency(Cg): Cg = o

non—s

, where pl = represents

the final rumor density without supervisors. It is a metric that
measures the degree of improvement in supervision compared to
the unsupervised situation.

2. Cost-effectiveness (C,): C, = %, and let C, =1 without super-
visors to be a comparison. This metric measures the efficiency
contribution of each supervisor.

3. Marginal Benefit (M): M = ACg, that is, the current control effi-
ciency of the ith supervisor minus the control efficiency of the
(i — 1)th supervisor. This metric is used to evaluate the change in
gains contributed by each supervisor.

In the six scenarios shown in Fig. 5(a), the final rumor density
consistently decreases as the number of supervisors increases. More-
over, it is worth noting that the smaller the network size and the
lower the value of 8, the more significant the decrease in density,
indicating stronger supervision effectiveness. In addition, Fig. 5(b)
shows that control efficiency improves as the number of supervi-
sors increases, approaching 1 in most cases. It can be observed that
only ten supervisors are needed to achieve approximately 0.8 effi-
ciency for N=400 and B, =0.2, while a much larger number is
required to reach the same efficiency for N= 1000 and 8, = 0.6. This
difference further reflects the combined influence of network size
and rumor transmission rate on the speed of supervision efficiency
improvement. In Fig. 5(c), the result shows that cost-effectiveness
decreases as the number of supervisors increases, especially in a
larger network. We argue this indicates that, in reality, resource
allocation should seek a reasonable threshold to maximize cost-
effectiveness, rather than incurring wasted resources through reck-
less input. Turning to Figs. 5(d) and 5(e), we find that the marginal
control benefit brought by each additional supervisor decreases as
the number of supervisors increases in a smaller network. But when
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FIG. 4. Impact of multiple factors on the effectiveness of supervision. The first row of subfigures shows the coverage of supervisors, as represented by the steady-state
number of independent nodes supervised by any supervisor. Subfigures (a) to (c) show the influence of the rumor propagation rate 8, the number of supervisors N;, and the
confrontation parameter & on the coverage of supervisors, respectively, where the pink, blue, and green lines correspond to the results of three networks: BA (Barabasi-Albert),
WS (Watts-Strogatz), and ER (Erdés-Rényi), respectively. In the second and third rows, the simulations’ results of the BA, WS, and ER networks are displayed from the first
column to the third column. The second row of the subgraph shows the frequency of supervisors moving to | nodes under different supervisor preferences w, (preference
for | nodes), with red, green, and blue scatters representing w, = 0.1, 0.3, and 0.7, respectively. At the same time, we use red, green, and blue dashed lines to represent the
fitted curves of their frequency distributions, respectively. The third row of subgraphs shows the average distance from each | node to the supervisor: the distance values are
evenly divided into six groups from D1 (closest) to D6 (farthest). The bar chart from light to dark represents the number of nodes in the corresponding range to the average
distance to the supervisor under confrontation parameters § =0, 0.2, 0.5, 0.8, and 1.5, respectively. Overall, these results demonstrate that while network topology primarily
governs coverage (WS being most explorable, BA least), the supervisor preference w, enhances the targeting consistency of spreaders, and higher confrontation intensity
& causes spreaders to cluster farther from supervisors, an effect most pronounced in scale-free networks.

the network is larger, the marginal benefit tends to first increase
and then decrease, with a certain degree of volatility. However, gen-
erally speaking, the smaller the network and the larger the g, the
faster the marginal benefit decreases as the number of regulators
increases. When N=400 and 8, =0.2, the initial marginal ben-
efit per supervisor is about 0.08, but it approaches 0 after more
than 25 supervisors, suggesting that early deployment contributes
more significantly than later additions. This also indicates that in
practical applications, early resource investment should be priori-
tized over late-stage remediation. Then, as shown in Fig. 5(f), we

further quantify the sensitivity of network size and the impact of
rumor spread. The results show that the smaller the network size, the
lower the rumor propagation rate, and the higher the average control
efficiency, which once again confirms the value of advocating the
adjustment of supervision resource deployment strategies according
to scenarios. Finally, combined with the results of Table IT and Fig. 5,
we determine the optimal supervisor configuration in different sce-
narios. For example, when N=400, B, =0.2, only 20 supervisors
can achieve full control efficiency; when N=1000, 8, = 0.6, the 80
supervisors can only achieve partial efficiency.
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FIG. 5. Comprehensive evaluation of supervision effectiveness and optimal supervisor allocation. All subfigures discuss their respective evaluation indicators under different
combinations of network scale (N =400 and 1000) and rumor transmission rates (8 =0.2, 0.4, and 0.6). Subfigure (a) illustrates how the final rumor density varies.
Subfigure (b) presents the corresponding control efficiency Cg (relative reduction in spreader density). In subfigure (c), the cost-effectiveness C, = Cg/N; of supervision
intervention is shown. Subfigures (d) and (e) display the marginal control benefit M (incremental gain per additional supervisor) under 400-node and 1000-node networks,
respectively, plotted against the midpoint of supervisor number intervals. Finally, subfigure (f) compares the average control efficiency across simulation conditions, with blue
and pink bars distinguishing the effects of network size and the rumor transmission rates, respectively. The evaluation reveals that smaller networks and lower transmission
rates achieve higher efficiency with fewer supervisors; cost-effectiveness declines with additional supervisors, indicating diminishing returns; and marginal benefit peaks at

low supervisor counts, underscoring the importance of early intervention.

E. Validation on the Caltech Facebook real-world
network

In Figs. 6(a)-6(c), the three subfigures correspond to 8 =0.12,
0.25, and 0.6, respectively. At a low transmission rate [ =0.12,
Fig. 6(a)], the density of I nodes rises to a moderate peak and then
declines quickly to a low steady-state level, while Q nodes accumu-
late to become the dominant state in the network. This indicates that
50 supervisors are sufficient to effectively contain rumor spread-
ing when the transmission intensity is weak. As § increases to 0.25

[Fig. 6(b)], the peak of the I-node density becomes higher and the
decline is slower, with the steady-state I-node density settling at a
noticeably higher level. The density of S nodes drops more rapidly,
and both Q and R nodes occupy larger proportions of the network.
When B is further raised to 0.6 [Fig. 6(c)], the I-node density surges
to a very high peak within the first few time steps and remains
at an elevated steady-state level, while S nodes are almost entirely
depleted. This demonstrates that under high transmission inten-
sity, even with 50 supervisors, the supervision mechanism struggles
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TABLE Il. Performance analysis of supervision across network sizes and transmission rates. The table reports, for two network sizes (N =400 and N = 1000) and three rumor
transmission rates (8 = 0.2, 0.4, and 0.6), the minimal number of supervisors required to achieve full control efficiency (Optimal ctrl supervisor num), the corresponding control
efficiency Cg, the number of supervisors that maximizes cost-effectiveness (Optimal cost supervisor num), and the achieved cost benefit C. The results indicate that smaller
networks and lower transmission rates permit complete rumor suppression with substantially fewer supervisors and yield markedly higher cost-effectiveness per supervisor.

Network Transmission rate Optimal ctrl supervisor num Control efficiency ~ Optimal cost supervisor num Cost benefit
=02 20 1.0000 10 0.0816
N=400 B=04 30 1.0000 10 0.0641
B=0.6 30 1.0000 10 0.0664
B=02 60 1.0000 10 0.0312
N=1000 B=04 60 1.0000 10 0.0246
B=0.6 80 1.0000 10 0.0187
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FIG. 6. The simulation on the Caltech Facebook network. The horizontal axis represents the time steps of rumor spreading, and the vertical axis represents the density
of nodes in each state. The four solid lines correspond to four types of node states: blue represents S (Ignorant), magenta represents | (Spreader), orange represents Q
(Vigilant), and red represents R (Stifler). Subfigures (a)-(c) show simulation results under different rumor transmission rates $ (infection probability) with a uniform number of
supervisors N, = 50: from left to right, 8 = 0.12, 8 =0.25, and B = 0.6, illustrating the impact of transmission strength on state evolution. Subfigures (d)—(f) show simulation
results with different numbers of supervisors N, (patrolling moderators); all subfigures use 8 = 0.2, corresponding from left to right to N, =0, 60, and 120 supervisors, to
demonstrate the effect of resource allocation on rumor suppression. These results on a real-world social network confirm the synthetic-network findings: higher transmission
rates amplify outbreaks, while increasing supervisor count curtails spreader peaks and elevates vigilant populations. However, even with extensive supervision, complete
eradication remains elusive, reflecting the inherent challenge of rumor control in realistic social topologies.

Chaos 36, 053111 (2026); doi: 10.1063/5.0336448
Published under an exclusive license by AIP Publishing

36, 053111-12

95 110 :¥T 9202 AN +0



Chaos ARTICLE

to keep pace with the explosive rumor spreading in the real-world
network structure, consistent with the findings from synthetic BA
networks.

In Figs. 6(d)-6(f), with B fixed at 0.2, the three subfigures show
the results for 0, 60, and 120 supervisors, respectively. Without any
supervisors [Fig. 6(d)], the rumor spreads uncontrollably: the I-node
density rises sharply and stabilizes at a high level, while S nodes
diminish rapidly and Q nodes are generated solely through natu-
ral state transitions (R — Q), remaining at a low density. When 60
supervisors are deployed [Fig. 6(¢)], a significant suppression effect
is observed—the peak of the I-node density is substantially reduced,
the decline after the peak is faster, and the steady-state I density
is markedly lower. The Q-node density rises considerably, reflect-
ing the supervisors’ effectiveness in converting both S and I nodes
toward less harmful states. With 120 supervisors [Fig. 6(f)], the sup-
pression effect is further amplified: the I-node peak is even lower,
the system reaches equilibrium more quickly, and the steady-state is
dominated by Q and R nodes with only a minimal residual I-node
density. These results on the Caltech Facebook network validate that
the proposed model captures realistic rumor-supervision dynam-
ics in real social network topologies, and that the key observations
from synthetic networks—namely, the critical roles of transmission
intensity and supervisor quantity—hold consistently in empirical
settings.

V. CONCLUSION AND OUTLOOK

In this paper, we construct a novel confrontation framework
to formalize the dynamic relationship between rumor propagation
and supervisory intervention in complex networks. The core con-
tribution of this work lies in advancing existing research through
two main innovations. First, we extend the classical SIRS rumor
propagation model by introducing a vigilant state Q and con-
frontation mechanisms, thereby enabling a more refined description
of individual states and their behavioral responses during rumor
spreading. Second, we design a supervisor mobility strategy based
on random walks driven by node propagation importance, which
allows supervisors to more effectively target rumor spreaders and
high-risk individuals. Together, these mechanisms provide a finer-
grained representation of the competitive dynamics involved in
rumor containment.

Through simulations across different network topologies and
parameter settings, we systematically examine how multiple fac-
tors, including network size, initial rumor density, propagation rate,
supervisor allocation, and confrontation strength, jointly shape the
overall system behavior. The results show that supervision effective-
ness is governed by the interaction between structural and dynam-
ical factors. In general, smaller networks and lower propagation
rates lead to higher control efficiency, while earlier deployment of
supervisors yields substantially greater marginal benefits. Moreover,
based on multiple evaluation indicators, we identify optimal super-
visor allocation schemes under different network sizes and propa-
gation intensities, thereby providing practical guidance for resource
allocation in rumor-control scenarios. Our results also demonstrate
that network topology, especially the hub structure of scale-free net-
works, imposes important constraints on supervision coverage and
strategic mobility in confrontation dynamics. Finally, we validate

pubs.aip.org/aip/cha

the applicability of the proposed mechanisms on a real-world net-
work by simulating rumor propagation on the Facebook network
of the California Institute of Technology. Overall, these findings
underscore the importance of rumor supervision in confrontation
settings and show that combining supervision objectives with node
propagation importance can support scenario-specific and proactive
resource allocation strategies.

This study also points naturally to several directions for future
research. First, the current framework could be extended to incorpo-
rate adaptive rumor strategies, multilayer networks, and temporal
network structures. Second, introducing heterogeneous supervi-
sor capabilities would further improve the realism of the model.
Third, empirical validation based on real propagation data would
strengthen the practical relevance of the framework and help assess
its predictive power in real-world applications. Finally, exploring the
roles of individual behavioral heterogeneity and cognitive factors
in confrontation mechanisms represents an important direction for
deepening our understanding of rumor dynamics and their effective
control.
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