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Cybersecurity is increasingly recognised as a complex adaptive socio-technical 
system in which security outcomes emerge from the interactions of attackers, 
defenders, users, organisations, regulators, and autonomous artificial intelligence 
(AI) agents. These interactions generate adaptive feedback loops, strategic 
behaviour, information diffusion, and network effects that drive the evolution 
of cyber threats and defences. Consequently, phenomena such as attack 
propagation, cyber-risk contagion, cascading failures, and systemic resilience 
cannot be fully understood through static or purely technical perspectives. 
Although evolutionary game theory (EGT), complex systems science, network 
science, behavioural research, and cyber economics have each provided 
valuable insights, the literature remains fragmented, with no unified perspective 
for explaining cybersecurity as an evolving socio-technical ecosystem. This 
review develops the concept of Social Physics of Cybersecurity as an 
interdisciplinary perspective that brings these approaches together with human-
AI interaction to explain how collective security outcomes emerge from adaptive 
interactions within interconnected cyber ecosystems. We synthesise research 
on attacker-defender co-evolution, finite and structured population dynamics, 
cyber contagion, critical transitions, systemic cyber risk, and the growing 
role of AI-enabled multi-agent systems. Building on these perspectives, we 
propose a unified multilevel view of cybersecurity that links individual strategic 
behaviour, network-level interactions, and system-wide resilience. We argue that 
cybersecurity should be understood as a social-physical phenomenon in which 
resilience and vulnerability emerge from the collective dynamics of interacting 
human and artificial agents. Finally, we identify key research opportunities 
for developing empirically grounded, data-driven, and AI-enabled models 
capable of predicting, analysing, and governing increasingly interconnected and 
autonomous cyber ecosystems.
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 1 Introduction

Cybersecurity has traditionally been studied as a technical problem centred on 
software vulnerabilities, cryptographic protocols, and defensive mechanisms. While these 
technical foundations remain essential, contemporary cyber ecosystems increasingly exhibit 
behaviours that cannot be understood solely through engineering perspectives [1]. 
Cybersecurity emerges from the interactions of heterogeneous actors, including attackers,
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defenders, users, organisations, artificial intelligence (AI) systems, 
and regulators, whose behaviours continuously adapt in response 
to one another [2]. As a result, cybersecurity is fundamentally a 
complex adaptive socio-technical system [3, 4].

The increasing interconnectedness of digital infrastructures 
has amplified this complexity. Cyber attacks rarely occur in 
isolation; rather, they unfold within dynamic environments where 
defensive measures trigger attacker adaptation, user behaviour 
shapes organisational risk [5, 6], and regulatory interventions 
alter incentives for both attackers and defenders [7]. These 
interactions generate feedback loops that operate across multiple 
temporal and organisational scales. Consequently, vulnerabilities, 
attacks, and defensive strategies evolve together, often producing 
emergent outcomes that are difficult to anticipate using traditional 
static models [8].

This perspective aligns naturally with the broader research 
agenda of social physics [9], which seeks to understand how 
collective phenomena emerge from interactions among many 
adaptive agents [10]. Over the last 2 decades, social physics 
and complex systems science have provided powerful tools for 
analysing cooperation, coordination, contagion, and collective 
decision-making in social systems [11–13]. Evolutionary game 
theory (EGT), network science, statistical physics, and agent-
based modelling have revealed how simple local interactions 
can produce large-scale patterns of social organisation, resilience, 
and collapse [9, 12–15]. Similar mechanisms are increasingly 
visible in cybersecurity, where collective behaviours determine 
the spread of attacks, the adoption of defensive technologies, 
and the resilience of interconnected infrastructures [16, 17]. 
Recent advances in generative AI, autonomous cyber agents, 
and increasingly interconnected cyber-physical infrastructures 
further reinforce the need for a social-physics perspective. AI 
systems are becoming active participants in cyber defence while 
simultaneously enabling increasingly sophisticated attacks [13, 18, 
19]. Consequently, cybersecurity is transitioning towards hybrid 
human-AI ecosystems in which autonomous agents continuously 
interact, adapt, and influence cyber risk [20, 21].

In this review, we define Social Physics of Cybersecurity
as the study of how collective cybersecurity outcomes emerge 
from interactions among adaptive human and artificial agents 
embedded within interconnected socio-technical networks. 
Drawing upon EGT, complex systems science, network science, 
behavioural science, cyber economics, and AI-enabled multi-
agent systems, this perspective seeks to explain cyber resilience, 
vulnerability, and systemic risk through the principles of emergence, 
self-organization, evolutionary dynamics, and feedback-driven 
adaptation. Evolutionary approaches are particularly relevant 
because cyber actors rarely possess perfect information or unlimited 
computational capabilities. Instead, attackers and defenders operate 
under uncertainty, learn from experience, imitate successful 
strategies, and adapt to changing environments [22, 23]. Rather 
than assuming fully rational actors who instantaneously optimise 
their decisions, evolutionary models explain how strategies spread, 
persist, or disappear over time through adaptation and selection 
[24]. These approaches have successfully explained the emergence 
of cooperation in social systems and provide a promising framework 
for understanding cyber conflict and cyber resilience [25, 26].

In contrast to this background, this review argues that 
social physics provides a unifying framework for understanding 
cybersecurity as a complex adaptive system. We first examine 
the foundations of social physics in cybersecurity and discuss 
how concepts from complex systems science, network science, 
and statistical physics explain collective cyber behaviour. We then 
review evolutionary approaches to attacker–defender interactions, 
highlighting how EGT, finite-population models, and structured 
population dynamics capture adaptive cyber conflict. Next, we 
examine behavioural cybersecurity and emerging human-AI cyber 
ecosystems, where trust, delegation, and collective adaptation 
increasingly shape security outcomes. Finally, we synthesise these 
research directions into a unified social-physics framework and 
identify key challenges and future opportunities for understanding 
and governing cybersecurity in increasingly interconnected 
and autonomous digital societies. The contribution is therefore 
not a new cybersecurity model but a multilevel synthesis that 
connects established theories of adaptation, interaction, and 
collective behaviour into a common framework for analysing cyber 
ecosystems. 

2 Cybersecurity as a complex adaptive 
system

Cybersecurity is increasingly recognised as a complex 
adaptive socio-technical system in which security emerges from 
the interactions of interconnected human, technological, and 
institutional components. Rather than being determined solely by 
technical vulnerabilities or defensive mechanisms, cyber ecosystems 
evolve through continuous adaptation, feedback, and collective 
interactions among diverse actors. This systems perspective provides 
the foundation for understanding cybersecurity through the 
principles of social physics. 

2.1 Interconnected cyber ecosystems

Cybersecurity should be viewed not simply as a technical 
challenge but as a complex adaptive system. In such systems, security 
outcomes emerge from interactions among many interconnected 
actors, technologies, and institutions rather than from the behaviour 
of any single component. Attackers, defenders, users, organisations, 
and increasingly AI agents continuously adapt to changing 
conditions, creating a dynamic environment in which risks and 
defensive strategies co-evolve [27]. A defining characteristic of cyber 
ecosystems is their strong dependence on network structure [28]. 
Modern digital infrastructures are highly interconnected through 
communication networks, cloud services, software dependencies, 
and supply chains. This interconnectedness enables attacks, 
vulnerabilities, and information to spread rapidly across systems 
[29–31]. Consequently, local incidents can generate wider system-
level effects, as illustrated by large-scale supply-chain compromises 
and vulnerabilities in widely deployed software components [32, 33]. 

2.2 Emergence and self-organization

The interconnected nature of cyber ecosystems gives rise 
to emergent behaviours that cannot be explained by analysing 
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individual components in isolation. Security is therefore an 
emergent property of collective interactions rather than a fixed 
characteristic of isolated systems [8]. As attackers and defenders 
continuously adapt to one another, feedback loops shape the 
evolution of both offensive and defensive strategies, allowing cyber 
ecosystems to self-organise in response to changing threats. These 
adaptive processes shift cybersecurity beyond a vulnerability-centric 
perspective towards a systems-level understanding of resilience. 
Rather than focusing solely on preventing individual attacks, a 
complex systems perspective emphasises the collective dynamics 
that determine whether cyber ecosystems absorb, amplify, or recover 
from disturbances. This shift is particularly important in an era 
characterised by increasing interdependence, automation, and AI-
driven adaptation. 

2.3 Network effects and systemic risk

Viewing cybersecurity through the lens of social physics 
provides a natural bridge between technical security research and 
broader theories of collective behaviour. As illustrated in Figure 1, 
interactions among cyber actors generate evolutionary and social 
dynamics that produce system-level phenomena, including attack 
propagation, security adoption, cyber-risk contagion, cascading 
failures, and critical transitions. These emergent processes ultimately 
determine whether cyber ecosystems evolve towards resilience or 
systemic collapse.

Cyber resilience should therefore be understood not merely 
as a property of technologies but as an emergent property of 
interactions among individuals, organisations, infrastructures, and 
institutions operating within a continuously evolving environment. 
This perspective motivates the analytical foundations discussed next, 
focusing on emergence, adaptation, feedback, network dynamics, 
and critical transitions.

Figure 1 presents the conceptual framework that guides 
this review. It illustrates how the principles of social physics 
provide a common lens for connecting evolutionary dynamics, 
network interactions, behavioural processes, and AI-enabled cyber 
ecosystems. In addition, Figure 1 shows representative feedback 
pathways rather than every possible interaction. Feedback can 
occur both within and across the micro, meso, and macro levels. 
Macro-level outcomes can feed back into incentives, regulations, 
threat perceptions, and defensive behaviour, further shaping 
subsequent adaptation. These interactions are further examined in 
the following sections. 

3 Foundations of social physics in 
cybersecurity

Social physics seeks to explain how large-scale collective 
behaviours emerge from the interactions of many adaptive agents. 
Rather than analysing individuals in isolation, it focuses on how 
local interactions, network structure, and feedback mechanisms 
generate system-level phenomena. These principles have been 
successfully applied to biological, social, and economic systems and 
are increasingly relevant to cybersecurity, where security outcomes 
arise from the continuous interactions of attackers, defenders, 

users, organisations, and AI agents embedded within interconnected 
digital environments. 

3.1 Collective behaviour emergence and 
self-organization

A defining characteristic of complex systems is emergence, 
whereby global system behaviour cannot be inferred solely from 
the properties of individual components. In cybersecurity, large-
scale phenomena such as cyber-risk propagation, coordinated 
attacks, security adoption, and organisational resilience emerge 
from numerous local interactions among heterogeneous actors. 
Consequently, cybersecurity should be viewed as a collective 
behavioural process rather than a collection of isolated 
technical events.

Self-organization further distinguishes cyber ecosystems from 
traditional engineered systems. Without central coordination, 
attackers, defenders, users, and organisations adapt to changing 
conditions, collectively shaping the long-term evolution of cyber 
ecosystems. 

3.2 Adaptation, feedback, and network 
dynamics

Cyber ecosystems continuously evolve through feedback 
between offensive and defensive behaviours. Successful attacks 
stimulate stronger defensive mechanisms, while improved 
defences encourage attackers to develop increasingly sophisticated 
techniques. This reciprocal adaptation creates co-evolutionary 
dynamics that drive the long-term evolution of cybersecurity [8]. 
Amplifying feedback can increase cyber risk through rapid 
attack diffusion and behavioural contagion, whereas stabilising 
feedback can support learning, cooperation, and adaptive defence. 
Understanding these feedback mechanisms is essential for 
explaining why some cyber systems become increasingly resilient 
while others remain persistently vulnerable.

Cyber ecosystems also contain actors that adapt on substantially 
different timescales. Automated AI systems may update decisions 
or responses within seconds or minutes, whereas human users, 
organisational processes, and regulatory institutions may adapt 
over hours, months, or years. This creates a timescale mismatch 
in which rapidly adapting artificial or adversarial agents can 
operate within environments constrained by slower organisational 
and institutional responses. From a social-physics perspective, 
adaptation speed therefore becomes an important system-level 
variable: resilience depends not only on the quality of a defensive 
strategy, but also on whether organisational and institutional 
feedback can respond sufficiently quickly to changes in the threat 
environment. Such timescale mismatches may create transient 
vulnerabilities even when appropriate defensive capabilities exist, 
whereas shorter organisational feedback cycles may improve 
adaptation to rapidly changing threats. Future social-physics models 
should therefore consider heterogeneous adaptation rates across 
interacting populations and examine how differences in response 
times influence stability, escalation, and critical transitions.

These adaptive processes occur within complex communication, 
organisational, and technological networks rather than within 
isolated systems. Consequently, network topology strongly 
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FIGURE 1
Social Physics of Cybersecurity as a complex adaptive socio-technical ecosystem. Cybersecurity emerges from the co-evolutionary interactions of 
attackers, defenders, users, organisations, regulators, and AI agents. Guided by insights from EGT, complex systems science, network science, 
behavioural science, cyber economics, and multi-agent systems, these interactions generate adaptive social dynamics that give rise to emergent cyber 
phenomena, including attack propagation, security adoption, cyber-risk contagion, cascading failures, and self-organization. Through feedback, 
critical transitions, and tipping points, cyber ecosystems evolve toward either resilience or systemic collapse, highlighting cybersecurity as an emergent 
property of complex adaptive systems rather than a purely technical problem.

influences how attacks, defensive information, trust, and 
security practices spread across cyber ecosystems [34, 35]. 
Concepts such as information diffusion, contagion, percolation, 
and cascading processes therefore provide powerful tools for 
understanding system-level cyber behaviour. The resilience of a 
cyber ecosystem depends not only on the security of individual 
components but also on the structure and connectivity of the 
underlying networks through which information and attacks
propagate [36]. 

3.3 Critical transitions, resilience, and 
statistical physics

Complex adaptive systems often exhibit nonlinear behaviour 
in which gradual changes accumulate until critical thresholds 
are reached, triggering abrupt system-wide transitions. Similar 
phenomena are increasingly observed in cybersecurity. Small 
changes in attacker capability, defensive adoption, or network 
connectivity may lead to disproportionate changes in cyber 
risk, resilience, or system stability [27]. From a social-physics 
perspective, cyber resilience is therefore an emergent property 
of the entire ecosystem. Identifying critical thresholds before 

cascading failures occur represents an important challenge for future 
cybersecurity research.

Many of the concepts used to study physical systems 
have direct analogues in cybersecurity. Statistical physics 
provides mathematical tools for analysing collective behaviour, 
non-equilibrium dynamics, phase transitions, and large-scale 
interactions among many adaptive entities. When combined 
with EGT, network science, and behavioural modelling, these 
approaches provide a unified framework for understanding how 
cyber ecosystems evolve over time. 

4 Evolutionary dynamics of 
attacker-defender systems

Among the various analytical frameworks used within social 
physics, EGT provides a useful approach for modelling adaptive 
cyber conflict. By explicitly capturing how attacker and defender 
strategies evolve through repeated interactions, evolutionary models 
explain how collective security outcomes emerge from strategic 
adaptation rather than isolated decision-making. Attackers seek to 
exploit vulnerabilities and maximise gains, while defenders attempt 
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to minimise risks and protect valuable assets. Classical game theory 
has long been used to model these interactions under assumptions of 
rational decision-making and well-defined incentives [2, 37]. Such 
models have generated valuable insights into cyber conflict, but 
they often struggle to capture the uncertainty, bounded rationality, 
and adaptive behaviour that characterise real-world cyber
environments. 

4.1 Evolutionary game theory in 
cybersecurity

EGT addresses these limitations by focusing on how strategies 
evolve through adaptation, learning, imitation, and selection 
rather than assuming fully rational optimisation. Strategies that 
perform well tend to spread within a population, while less 
successful strategies gradually disappear. As a result, EGT is 
particularly well suited to cybersecurity, where attackers and 
defenders continuously adjust their behaviours in response to 
changing threats and defensive measures [38, 39]. The application 
of EGT to cybersecurity has produced a diverse set of modelling 
approaches, including static and dynamic games [40], stochastic 
games [41], differential games [42], Stackelberg games [43], 
and evolutionary models based on replicator dynamics [8, 44]. 
While each framework offers unique insights, EGT is particularly 
useful for capturing long-term adaptation and population-level 
behavioural change.

A central contribution of EGT is its emphasis on evolutionary 
dynamics rather than equilibrium outcomes alone. Security 
outcomes emerge from the interaction of populations whose 
strategies continuously evolve in response to observed successes 
and failures. Attackers experiment with new attack vectors, 
defenders deploy countermeasures, and both sides adapt over time. 
Evolutionary mechanisms provide a mathematical framework for 
analysing how these strategic behaviours spread, persist, or decline 
within a population. This evolutionary view can be expressed 
through replicator dynamics (Equation 1), where the frequency 
of a strategy changes according to its relative payoff. For a strategy 
i with frequency xi, payoff fi, and average population payoff f, the 
dynamics are given by

dxi

dt
= xi ( fi − f) . (1)

In an attacker-defender system, this equation links individual 
performance to population-level change. Strategies with higher 
payoffs increase in frequency, while less successful strategies decline. 
Thus, security states emerge from repeated adaptation rather than 
from a single optimal decision [8].

Beyond its relevance to cyber conflict, EGT establishes a direct 
link between cybersecurity and social physics. The same theoretical 
frameworks used to study cooperation, competition, and collective 
behaviour in biological and social systems can be applied to cyber 
ecosystems [12, 45–47]. This connection enables cybersecurity 
research to draw upon broader advances in evolutionary dynamics, 
network science, and statistical physics, providing a foundation for 
understanding cyber resilience as an emergent property of complex 
adaptive systems. 

4.2 Attacker-defender co-evolution

A central theme in evolutionary cybersecurity is the co-
evolution of attacker and defender strategies. Early game-
theoretic studies established the importance of strategic interaction 
in cybersecurity, demonstrating how attackers and defenders 
adjust their behaviours in response to changing incentives and 
information. Subsequent work extended these ideas to dynamic 
settings in which both sides learn and adapt over time. Such models 
show that security outcomes depend not only on the strategies 
available to individual actors but also on how these strategies evolve 
within interacting populations [8].

Such co-evolutionary dynamics are visible across several 
cybersecurity domains. Intrusion detection systems encourage 
attackers to develop evasion techniques, which in turn stimulate 
improvements in detection algorithms [48, 49]. Adaptive malware 
modifies its behaviour to avoid identification, forcing defenders 
to adopt increasingly sophisticated analytical methods [50, 51]. 
Similarly, moving target defence strategies continuously alter 
system configurations to increase uncertainty for attackers, thereby 
changing the evolutionary landscape of cyber conflict [52, 53].

This population-level perspective is illustrated by the attacker-
defender evolutionary model developed in [8]. The model represents 
attackers and defenders as two interacting populations whose 
strategy frequencies change according to their relative payoffs. 
As given in Equation 2, replicator dynamics capture how successful 
strategies spread or decline over time, allowing the system to move 
between qualitatively different equilibrium states.

β̇ = β (1− β) (bd − cd − bdα+ vbdα+ vwα) ,

α̇ = α (1− α) (−ca + ba −mp− bavβ− vnsβ+ vmpβ) .
(2)

Here, β and α denote the frequencies of defence and attack, 
respectively. The equations capture how changes in relative fitness 
drive the evolution of attack and defence strategies within the 
two interacting populations [8]. The analysis identifies four 
boundary equilibria corresponding to combinations of attack/no 
attack and defence/no defence, together with a potential internal 
equilibrium [8]. This provides a direct example of how local strategic 
interactions can generate stable or unstable system-level states.

The resulting phase portraits, in Figure 2, further illustrate this 
co-evolutionary process. The phase portraits illustrate qualitatively 
different outcomes, including a defence-dominated state, a 
contested state in which attack and defence remain simultaneously 
active, and an unstable internal state that separates evolutionary 
trajectories. In the published analysis, the internal point (β,α) =
(0.84,0.39) has eigenvalues of opposite signs, indicating saddle 
behaviour, with trajectories converging towards boundary equilibria 
depending on their initial conditions [8]. These equilibria depend 
on the underlying payoff parameters, which may vary across 
cybersecurity scenarios; changes in attack cost, attack benefit, 
or defence effectiveness can therefore reshape the equilibrium 
structure and evolutionary regime. These findings highlight a key 
principle of social physics: cybersecurity outcomes can emerge as 
collective evolutionary regimes rather than being determined by 
isolated actions.
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FIGURE 2
Evolutionary regimes in an attacker-defender cyber ecosystem obtained from replicator dynamics. Phase portraits illustrate convergence towards a 
persistent attack-defence competition in (a), defence-dominated state in (b), and an unstable internal equilibrium in (c), acting as a saddle point. The 
trajectories demonstrate how population-level interactions can produce qualitatively different cybersecurity regimes. Regenerated from the 
evolutionary model in [8].

4.2.1 Beyond binary attacker-defender strategies

The binary attack/no-attack and defence/no-defence 
formulation provides a tractable baseline for illustrating co-
evolutionary dynamics. However, real cyber ecosystems involve 
multiple competing strategies, such as exploitation, evasion, and 
persistence for attackers, and authentication, intrusion detection, 
or moving-target defence for defenders [48–53]. Extending EGT 
to multi-strategy populations would allow these alternatives to 
evolve simultaneously and could reveal richer dynamics, including 
larger number of stable equilibria, strategy coexistence, invasion of 
rare strategies, replacement, and cycling or other non-convergent 
evolutionary trajectories [54, 55]. Such extensions provide a 
natural pathway for studying strategic diversity and long-term 
attacker-defender co-adaptation in cyber ecosystems. 

4.3 Finite and structured populations

Many evolutionary cybersecurity models consider large, well-
mixed populations in which all agents interact equally with one 
another. Real cyber ecosystems, however, are finite, heterogeneous, 
and highly structured. Organisations differ substantially in resources 
and capabilities, users exhibit diverse security behaviours, and 
interactions occur through complex network topologies rather than 
random mixing. Finite-population evolutionary models provide 
a framework for studying these realities. Rather than focusing 
exclusively on average behaviour, such models account for stochastic 
effects that become important in realistic settings. Moran processes 
and related stochastic evolutionary models allow researchers to 
analyse fixation probabilities, estimate the likelihood that a strategy 
spreads throughout a population, and identify conditions under 
which rare behaviours become dominant [27]. These approaches 
are particularly relevant to cybersecurity because important 
defensive innovations often begin as minority strategies. Examples 
include the early adoption of multi-factor authentication [56, 

57], zero-trust architectures [58, 59], or coordinated vulnerability 
disclosure practices [60]. Understanding whether such behaviours 
can spread throughout a population requires analysing finite-
population dynamics rather than relying solely on deterministic 
approximations.

Finite populations also introduce stochastic strategy updating. 
A commonly used pairwise comparison rule is the Fermi function, 
as given in Equation 3 which assigns a probability to adopting a 
neighbouring strategy according to the payoff difference:

P (X→ Y) = 1
1+ exp[−κ( fY − fX)]

, (3)

where κ controls the strength of selection. When selection is 
weak, strategy updating is close to random, whereas stronger 
selection favours strategies with higher payoffs. This provides 
a simple link between individual social learning and stochastic 
population-level change. Repeated stochastic updates can stimulate 
transitions between population states. In the rare-mutation limit, 
as given in Equation 4 these transitions form a Markov chain, whose 
stationary distribution π satisfies

πM = π, ∑
i

πi = 1, (4)

where M is the transition matrix. Each πi represents the long-
run probability of observing a particular cyber state. This connects 
individual stochastic updating to the persistence of collective 
security states.

Beyond population size and stochasticity, network structure 
can introduce an additional layer of complexity. Organisations, 
devices, and users are embedded within communication and 
dependency networks whose topology can strongly influence cyber 
outcomes. Scale-free networks contain highly connected hubs that 
can accelerate both attack propagation and defensive information 
sharing. Small-world networks can facilitate rapid diffusion while 
maintaining local clustering. Enterprise environments frequently 

Frontiers in Physics 06 frontiersin.org

https://doi.org/10.3389/fphy.2026.1984375
https://www.frontiersin.org/journals/physics
https://www.frontiersin.org


Bashir et al. 10.3389/fphy.2026.1984375

exhibit layered and hierarchical structures that shape the movement 
of attackers and defenders. Evolutionary dynamics on structured 
populations reveal that network topology can fundamentally alter 
strategic outcomes [15, 61, 62].

Static network topology, however, captures only one dimension 
of cyber-system structure. Real cyber ecosystems are temporal: 
users and devices join or leave, communication links appear and 
disappear, software dependencies change, and attack surfaces 
are repeatedly reconfigured. Temporal network models can 
therefore represent how the timing and ordering of interactions 
influence attack propagation, defensive information sharing, and 
the persistence of secure behaviour. This extension is particularly 
relevant because temporality can alter the accessibility and 
controllability of dynamical processes compared with static network 
representations [63].

Cyber interactions can also extend beyond pairwise 
relationships. Organisation-wide security coordination, supply-
chain defence, collaborative incident response, and multi-agent AI 
systems may involve groups of actors whose joint actions cannot 
be represented adequately by independent pairwise links. Higher-
order networks, including hypergraphs and related representations, 
provide a way to model such multi-agent interactions explicitly. 
Recent evolutionary game research shows that higher-order 
interactions can alter the conditions and pathways through which 
collective strategies emerge and persist [64]. Incorporating higher-
order interactions into evolutionary cybersecurity models could 
therefore reveal collective defensive behaviours and coordination 
effects that remain invisible in pairwise attacker-defender games.

Certain network structures can promote the spread of secure 
behaviours by enabling cooperative defence and information 
sharing [65]. Others can facilitate the persistence of insecure 
practices by creating isolated communities or concentrating 
vulnerabilities within critical hubs. Consequently, the question is 
not simply whether a defensive strategy is effective, but whether 
the surrounding network structure supports its adoption and 
persistence. Recent evolutionary cybersecurity results show that 
local interactions can promote defensive clustering through network 
reciprocity, suppress persistent attacks, and expand the region of 
secure outcomes [65]. These insights connect cybersecurity to a rich 
literature on evolutionary dynamics in structured populations and 
suggest promising opportunities for integrating network science 
and cyber risk analysis. 

4.4 Evolutionary tipping points in 
cybersecurity

One of the most powerful contributions of social physics 
to cybersecurity is the concept of tipping points. Complex 
systems often exhibit critical transitions in which gradual changes 
accumulate until a threshold is reached, triggering abrupt shifts 
in system behaviour [66]. Similar phenomena are increasingly 
evident in cyber ecosystems [67]. The adoption of security 
technologies provides a clear example. Multi-factor authentication 
(MFA) often delivers limited benefits when adopted by only 
a small fraction of users. However, once adoption exceeds a 
critical threshold, attackers may find credential-based attacks 
substantially less profitable, leading to rapid reductions in successful 
compromises. Similar dynamics can emerge in the uptake of 

security patches, where collective adoption can dramatically 
reduce opportunities for exploitation. Conversely, cyber threats 
may also exhibit tipping-point behaviour. Ransomware campaigns 
frequently rely on network effects and behavioural contagion. 
Small increases in attacker capabilities, automation, or vulnerability 
prevalence may trigger rapid transitions from isolated incidents 
to widespread outbreaks. Once critical thresholds are crossed, 
attacks can propagate through interconnected systems at a scale 
that overwhelms traditional defensive mechanisms. A simple payoff 
comparison in [65] illustrates how such thresholds can arise. For 
example, as shown in Equation 5 when the expected benefit of 
attacking a defended system is lower than its cost, attack becomes 
evolutionarily unattractive:

ca > ba (1− pd) , (5)

where ca is the attack cost, ba is the attack benefit, and pd is defence 
effectiveness. The condition illustrates how changes in defence 
effectiveness or attack incentives can shift the population from attack 
persistence towards non-attacking behaviour. Thus, the threshold is 
scenario-dependent: changes in these payoff parameters can shift 
the conditions for a critical transition. Under fixed parameters, 
the unstable internal equilibrium separates evolutionary basins of 
attraction, while changes in the underlying payoffs can reshape these 
basins and the resulting system-level regime.

These observations highlight the importance of non-
linear dynamics in cybersecurity. Security is not merely the 
sum of individual decisions but an emergent property of 
collective behaviour. Small changes in defensive adoption, user 
awareness, attacker adaptation, or network structure can generate 
disproportionate system-level consequences. Identifying such 
critical thresholds remains an important research challenge. 
Integrating EGT with models of contagion, percolation, and 
cascading failures offers a promising way for understanding when 
cyber systems approach critical transitions and how interventions 
can shift them toward more resilient states. From this perspective, 
cybersecurity becomes not only a problem of defence but also a 
problem of managing the evolutionary and collective dynamics that 
shape digital societies. 

5 Behavioural cybersecurity and 
Human-AI cyber ecosystems

Cybersecurity outcomes are shaped not only by technical 
mechanisms but also by how people, organisations, and AI systems 
adapt to changing threats. From a social-physics perspective, these 
behaviours are interconnected as individual decisions influence 
others through social and organisational networks, while repeated 
interactions generate collective patterns of trust, adaptation, and 
resilience. This section examines these behavioural and human-
AI dynamics, focusing on social learning, trust, delegation, co-
evolution, and collective intelligence. 

5.1 Behavioural dynamics in cybersecurity

While technical vulnerabilities remain important, many 
cybersecurity incidents originate from human behaviour 
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[68]. Users make security decisions under uncertainty, often 
balancing convenience, trust, perceived risk, and cognitive 
effort. Consequently, cybersecurity outcomes depend not only 
on technological capabilities but also on how individuals and 
organisations adapt their behaviour in response to evolving threats 
[69, 70].

From a social-physics perspective, security behaviour emerges 
through interactions among individuals embedded within social 
and organisational networks. Security awareness campaigns, 
phishing attacks, password practices, and technology adoption 
are all influenced by social learning, imitation, and peer effects 
[17, 71]. As a result, secure and insecure behaviours can spread 
through populations in ways similar to information, opinions, 
and infectious diseases [72]. Behavioural cybersecurity therefore 
exhibits many of the characteristics of complex adaptive systems 
[73]. Individual decisions aggregate into collective patterns, 
feedback loops shape future behaviour, and local interactions can 
generate system-wide consequences [74]. Understanding these 
dynamics is essential for explaining why security interventions 
succeed in some environments but fail in others. Cybersecurity 
awareness and training can therefore be viewed as interventions that 
modify behavioural adaptation and the diffusion of secure strategies 
within a population rather than as static educational activities. 

5.2 Trust and delegation in Human-AI 
cyber systems

The increasing deployment of AI is transforming cybersecurity 
from a purely human-centred activity into a hybrid human-AI 
ecosystem [75]. AI systems now assist with threat detection, 
vulnerability analysis, incident response, and security monitoring 
[76]. At the same time, attackers increasingly employ AI to 
automate reconnaissance, generate phishing content, and identify 
vulnerabilities at scale [77].

This growing reliance on AI introduces new questions regarding 
trust, delegation, and decision-making [78, 79]. Security analysts 
must determine when AI recommendations should be accepted, 
challenged, or overridden. Excessive trust may result in automation 
bias, while insufficient trust can prevent organisations from fully 
benefiting from AI capabilities [80, 81]. Consequently, effective 
cybersecurity increasingly depends on achieving an appropriate 
balance between human judgement and automated decision support 
[82, 83]. From an evolutionary perspective, trust in AI is not 
static [34, 84–87]. It evolves through repeated interactions and 
feedback from previous outcomes. Successful AI-assisted decisions 
strengthen confidence in automated systems, whereas failures may 
reduce trust and encourage greater human oversight. Understanding 
these adaptive trust dynamics is becoming a central challenge for 
future cybersecurity research. 

5.3 Human-AI Co-evolutionary dynamics

The introduction of AI therefore extends the traditional attacker-
defender evolutionary setting to a multi-population environment. 
The integration of AI into cybersecurity creates a new layer of 
co-evolutionary dynamics [88]. Attackers adapt to defensive AI 
systems by developing new evasion strategies, while defensive 
systems continuously learn from emerging attack patterns [89, 90]. 

Simultaneously, human operators adapt their behaviour in response 
to both adversarial activity and AI-generated recommendations 
[75]. As a result, cybersecurity increasingly involves three 
interacting populations: attackers, defenders, and AI agents [91]. 
Changes in one population influence the behaviour of the others, 
generating complex feedback loops that can amplify or suppress 
cyber risk [92, 93]. These interactions resemble broader complex 
adaptive systems in which multiple adaptive agents continuously 
respond to changing environmental conditions. The increasing 
autonomy of AI systems does not necessarily imply the displacement 
of human actors. Rather, it changes the distribution of decision-
making, coordination, and adaptation across the cyber ecosystem. 
As AI systems become faster, more scalable, and more autonomous, 
some operational tasks may shift from human operators to artificial 
agents, while humans may increasingly concentrate on oversight, 
contextual judgement, governance, and high-impact decisions.

From a social-physics perspective, the relevant question is 
therefore not whether humans or AI will dominate, but how 
changes in autonomy, delegation, and human oversight reshape the 
interactions and feedback loops through which cyber outcomes 
emerge. This also raises the possibility that human agents may 
become less central to some operational processes while remaining 
essential at organisational and governance levels. Understanding this 
changing distribution of agency therefore requires moving beyond 
traditional attacker-defender models towards frameworks capable of 
capturing human-AI co-adaptation. Evolutionary dynamics, agent-
based modelling, and network-based approaches provide promising 
tools for analysing these emerging ecosystems. 

5.4 Collective intelligence and cyber 
resilience

One of the most promising opportunities created by human-
AI ecosystems is the emergence of collective intelligence. Human 
expertise provides contextual reasoning, creativity, and strategic 
judgement, while AI systems contribute speed, scalability, and data-
processing capabilities. Together, these complementary strengths 
can improve threat detection, incident response, and organisational 
resilience [94–96]. However, collective intelligence is not always 
guaranteed. Poor coordination, biased decision-making, over-
reliance on automation, and misinformation can reduce the 
effectiveness of both human and AI agents. Consequently, cyber 
resilience should be viewed as an emergent property arising from 
interactions among individuals, organisations, technologies, and 
AI systems rather than as a feature of any single component. 
From a social-physics perspective, resilience emerges when adaptive 
interactions enable cyber ecosystems to absorb disturbances, 
recover from attacks, and maintain essential functionality despite 
changing threats. 

6 Economic and regulatory dynamics 
of cyber ecosystems

Cybersecurity is influenced not only by technical capabilities 
but also by economic incentives, institutional policies, and 
regulatory decisions. Organisations, governments, and individuals 
continuously balance the costs of security investments against 

Frontiers in Physics 08 frontiersin.org

https://doi.org/10.3389/fphy.2026.1984375
https://www.frontiersin.org/journals/physics
https://www.frontiersin.org


Bashir et al. 10.3389/fphy.2026.1984375

the risks of cyber attacks. Consequently, cyber resilience 
emerges from the interaction of technological, behavioural, 
economic, and governance factors rather than from technical
solutions alone. 

6.1 Cybersecurity economics, incentives 
and externalities

Cybersecurity investments are often constrained by limited 
resources and competing organisational priorities. Decisions 
regarding security technologies, employee training, and 
infrastructure protection therefore depend on balancing expected 
costs against potential losses. Because attackers and defenders 
respond strategically to these investment decisions, cybersecurity 
naturally exhibits economic dynamics that evolve over time. 
Evolutionary and game-theoretic models provide useful tools 
for analysing how security investments influence long-term 
cyber resilience [97, 98]. Rather than identifying a single 
optimal investment, these approaches explain how defensive 
strategies adapt as attackers modify their behaviour and new
threats emerge.

Security decisions rarely affect only the organisation making 
them. Weak security in one organisation may increase risks 
for connected partners, customers, or critical infrastructures. 
These interdependencies create security externalities in which 
local decisions generate system-wide consequences [99]. Such 
environments often encourage free-riding, where organisations 
rely on others to invest in cybersecurity while limiting their own 
expenditure [100]. Social-physics approaches provide a population-
level perspective for understanding how incentives, cooperation, 
and collective behaviour influence the adoption of secure practices 
across interconnected cyber ecosystems. Evolutionary analysis 
in cybersecurity also shows that improving security does not 
automatically maximise collective welfare. Defence effectiveness, 
attack costs, and the cost of security investment must be considered 
together, highlighting an important social-physics principle: 
resilient cyber ecosystems must balance security outcomes with 
the incentives that sustain secure behaviour [8]. Finite-population 
analysis further shows that unequal access to advanced defence 
capabilities can change evolutionary outcomes. High-cost defensive 
strategies may remain difficult to adopt even when they provide 
stronger protection, while committed defenders and targeted 
subsidies can shift the population towards safer states [27]. This 
illustrates how economic incentives and policy interventions can 
reshape collective cyber behaviour. 

6.2 Cyber insurance, systemic risk and 
governance

Cyber insurance has emerged as an important mechanism 
for managing financial losses associated with cyber attacks [101]. 
However, insurance does not eliminate cyber risk; instead, it 
redistributes risk across organisations and markets. As cyber 
incidents become increasingly interconnected, correlated attacks 
may produce simultaneous losses that challenge the stability of 
insurance systems [102]. Understanding these dynamics requires 
moving beyond individual organisations to consider systemic cyber 
risk. Combining evolutionary dynamics with network science and 

risk modelling offers new opportunities for analysing how cyber risk 
propagates through interconnected digital economies.

Governments and regulatory bodies play an increasingly 
important role in shaping cybersecurity behaviour. Security 
standards, privacy regulations, reporting requirements, and 
international cooperation can influence how organisations 
allocate resources and respond to cyber threats. From a social-
physics perspective, regulation acts as an external force that 
influences the evolution of cyber ecosystems. Effective governance 
should therefore encourage adaptive learning, cooperation, and 
information sharing while maintaining sufficient flexibility to 
respond to rapidly evolving threats. Understanding how regulatory 
interventions reshape collective cyber behaviour remains an 
important challenge for future research [103]. 

7 A social physics synthesis of 
cybersecurity

As discussed in the preceding sections, cybersecurity outcomes 
emerge from interactions across multiple organisational and 
temporal scales. Social physics provides a unifying perspective for 
connecting these scales, as illustrated in Figure 1. The framework 
begins with the foundational perspectives of evolutionary game 
theory, complex systems science, network science, behavioural 
science, cyber economics, and AI-driven multi-agent systems, 
and traces how these perspectives explain the evolution of cyber 
ecosystems from individual interactions to system-wide outcomes.

At the micro level, the dynamics begin with heterogeneous 
cyber ecosystem actors, including attackers, defenders, users, 
organisations, regulators, and AI agents. These actors continuously 
learn, adapt, cooperate, and compete under uncertainty, generating 
co-evolutionary interactions shaped by strategic adaptation, 
learning and imitation, trust and delegation, incentives, and human-
AI co-adaptation. As these local interactions become embedded 
within communication, organisational, and technological networks, 
they give rise to meso-level adaptive social dynamics. Network 
structure influences the diffusion of information, attacks, trust, and 
security practices, while feedback loops, collective adaptation, and 
self-organization amplify or constrain these processes. Temporal 
and higher-order network structures naturally extend the meso-level 
of this framework. Temporal networks capture when interactions 
occur and how changing connectivity reshapes the evolution 
of strategies, while higher-order networks capture collective 
interactions among groups of actors rather than only pairwise 
relationships. These structures can mediate the pathway from micro-
level adaptation to macro-level phenomena such as contagion, 
cascading failures, and critical transitions.

These interconnected dynamics can then produce macro-level 
emergent cyber phenomena that extend beyond the behaviour 
of individual actors or networks. Attack propagation, cyber-risk 
contagion, cascading failures, and self-organization may develop 
through the accumulation of local interactions and network 
effects. As these processes evolve, cyber ecosystems can approach 
critical transitions and tipping points, leading to different system 
states ranging from vulnerability and transition to resilience or 
systemic collapse. Thus, the framework captures a fundamental 
multi-scale pathway in cybersecurity where individual incentives 
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TABLE 1 Research directions in the Social Physics of Cybersecurity.

Research area Key research questions Potential methodologies

Level 1 (micro) – Adaptive actors and strategies: How do individual and population-level strategies adapt?

Evolutionary attacker-defender dynamics (1) How do attack and defence strategies co-evolve over 

time? (2) under what conditions do defensive strategies 

become evolutionarily stable? (3) how does strategic 

adaptation influence cyber resilience?

EGT, replicator dynamics, stochastic evolutionary 

processes, agent-based simulations, empirical cyber data

Behavioural cybersecurity and collective adaptation (1) How do secure behaviours emerge and spread? (2) 

how do trust and social learning influence cyber 

resilience? (3) what drives long-term adoption of secure 

practices?

Behavioural experiments, social learning models, 

evolutionary dynamics, longitudinal user studies

Human-AI cyber ecosystems (1) How do humans and AI agents co-adapt under 

cyber threats? (2) how does trust evolve in AI-assisted 

cybersecurity? (3) how should responsibility be shared 

between humans and AI?

Human-AI interaction experiments, evolutionary trust 

models, LLM-based societies, multi-agent simulations

Level 2 (meso) – Interactions and network structure: How do connectivity, population structure, and collective interactions shape 
adaptation?

Finite and structured cyber populations (1) How does population structure affect cyber defence? 

(2) when can secure behaviours invade vulnerable 

populations? (3) what role do network topology and 

stochasticity play?

Moran processes, fixation analysis, graph-based 

evolutionary games, structured population models

Temporal and higher-order network dynamics (1) How do attacks and defensive information diffuse 

across changing networks? (2) how do temporal 

network structure and interaction timing affect cyber 

contagion and cascading failures? (3) how do 

higher-order interactions and group coordination 

reshape evolutionary cyber dynamics?

Temporal network analysis, higher-order networks, 

hypergraph models, contagion models, evolutionary 

games, statistical physics, resilience analysis

Level 3 (Macro)– Emergent system behaviour and resilience: How do collective dynamics produce critical transitions and systemic 
outcomes?

Critical transitions and cyber resilience (1) What tipping points separate resilient and 

vulnerable cyber ecosystems? (2) which indicators 

provide early warning of cyber crises? (3) how can 

interventions steer systems towards resilient states?

Complex systems modelling, dynamical systems, 

resilience metrics, early-warning signal detection

Cross-level mechanisms: How do incentives and governance influence adaptation across all levels?

Cybersecurity economics and incentives (1) How do economic incentives influence 

cybersecurity investment? (2) how do security 

externalities shape collective outcomes? (3) how can 

free-riding be reduced?

Evolutionary economics, game theory, cyber insurance 

models, interdependent security analysis

Governance and regulatory dynamics (1) How do regulations influence cyber behaviour? (2) 

which governance mechanisms promote adaptive 

resilience? (3) how can policy reduce systemic cyber 

risk?

Governance frameworks, policy simulations, 

evolutionary population models, scenario analysis

Integrating framework: How can these levels be unified to explain emergent cyber-system behaviour?

Social physics of cybersecurity (1) How can evolutionary dynamics, network science, 

and behavioural models be unified? (2) how can cyber 

ecosystems be modelled across micro-, meso-, and 

macro-levels? (3) how can empirical data validate 

real-world cyber datasets?

Integrated social-physics framework, statistical physics, 

complex systems modelling, AI-enabled cyber 

simulations, interdisciplinary empirical studies
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shape behaviour, repeated interactions generate population 
dynamics, network structure modifies the spread of behaviour, 
and collective dynamics produce system-level resilience or
vulnerability.

Viewed collectively, these levels illustrate the central principle of 
social physics: cybersecurity is an emergent property of interacting 
populations rather than a static property of individual technologies. 
Integrating evolutionary dynamics, complex systems science, 
network interactions, behavioural cybersecurity, economics, and 
AI-enabled multi-agent systems therefore provides a unified basis 
for understanding, predicting, and governing the evolution of 
increasingly interconnected cyber ecosystems. 

8 Implications of a social physics 
perspective

Viewing cybersecurity through the lens of social physics shifts 
attention from isolated technical incidents towards the collective 
dynamics through which cyber ecosystems evolve. This perspective 
provides a basis for identifying feedback loops, critical transitions, 
systemic risk, and emergent resilience, while integrating insights 
from evolutionary dynamics, network science, behavioural research, 
economics, and human-AI systems. Such a framework can inform 
adaptive defence, resilient digital infrastructures, and evidence-
based governance. Table 1 summarises the resulting research 
agenda, organised according to the micro–meso–macro framework 
rather than as independent priorities. Together, these directions 
connect adaptive actors and strategies to networked interactions and 
emergent system-level outcomes. 

9 Future research directions

Despite significant progress, several challenges remain. A 
major priority is the development of empirically validated 
evolutionary models that connect theoretical predictions with real-
world cybersecurity data. Such validation should include both 
parameter calibration against observed cyber behaviour and out-
of-sample evaluation of predicted evolutionary regimes. Greater 
attention is also needed for finite and structured population 
models that better represent the heterogeneity of modern cyber
ecosystems.

Future research should investigate cyber contagion, cascading 
failures, critical transitions, and systemic cyber risk using integrated 
models that combine EGT, network science, statistical physics, 
and agent-based simulations. An important extension is to move 
beyond static pairwise networks towards temporal and higher-
order network representations. Such models would extend the 
micro–meso–macro framework by making the structure and 
timing of interactions explicit rather than treating them as 
fixed background conditions. Another important direction is the 
emergence of autonomous AI agents and large-scale multi-agent 
cyber environments. Understanding how humans and AI systems 
cooperate, compete, and co-adapt under evolving cyber threats 
will be essential for designing trustworthy and resilient digital 
infrastructures. Future models should examine how delegation, 
oversight, human intervention, and AI autonomy alter evolutionary 

dynamics, organisational decision-making, and cyber resilience. 
Rather than assuming either human dominance or AI replacement, 
such models can treat the distribution of agency itself as an evolving 
property of the cyber ecosystem.

Heterogeneous adaptation timescales represent another 
important research direction. Attackers, AI systems, human 
users, organisations, and regulators may respond to cyber 
events at very different rates. Rapidly adapting AI agents can 
therefore interact with slower organisational decision processes, 
creating delays between threat emergence, detection, decision-
making, and intervention. Future models should incorporate 
heterogeneous adaptation rates and organisational response delays 
to investigate whether timescale mismatches amplify cyber risk, 
destabilise otherwise resilient systems, or create opportunities for 
adaptive intervention. Finally, the Social Physics of Cybersecurity 
requires closer collaboration across cybersecurity, physics, 
AI, economics, and behavioural science. Developing common 
datasets, shared modelling frameworks, and empirical validation 
methods will be critical for establishing this interdisciplinary 
field and translating theoretical advances into practical cyber
resilience. 

10 Conclusion

Cybersecurity is no longer solely a technical problem. It is 
a complex adaptive socio-technical system in which attackers, 
defenders, users, organisations, regulators, and increasingly 
autonomous AI agents continuously interact, learn, and evolve. 
These interactions generate collective behaviours, feedback loops, 
and systemic risks that cannot be fully explained through traditional 
security models. This review has argued that Social Physics provides 
a unifying framework for understanding these dynamics. By 
integrating insights from EGT, finite and structured population 
dynamics, complex systems science, network science, behavioural 
cybersecurity, cyber economics, and human-AI interaction, we have 
shown that cyber resilience emerges from the collective behaviour 
of interconnected populations rather than from individual 
technologies or isolated defensive mechanisms.

Viewing cybersecurity through this interdisciplinary lens shifts 
the focus from preventing individual attacks to understanding 
how cyber ecosystems evolve, adapt, and respond to changing 
conditions. Such a perspective provides new opportunities for 
analysing systemic cyber risk, identifying critical transitions, and 
designing adaptive security strategies for increasingly autonomous 
digital environments. Ultimately, we argue that cybersecurity should 
be understood as a social-physical phenomenon, whose behaviour 
emerges from interacting populations of human and artificial agents 
embedded within complex socio-technical networks. Establishing 
the Social Physics of Cybersecurity as an interdisciplinary research 
paradigm offers a promising foundation for understanding, 
predicting, and governing the resilient digital societies of the future.
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